OpenSSL for Windows
Developer’s Guide

Copyright ©2001 Trizen Systems, Inc., all rights reserved.

No part of this manual may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying, recording, or by any information
storage and retrieval system, without permission in writing from Trizen Systems.

Visual SSL and Visual 3270 are trademarks of Trizen Systems, Inc. Delphi and
C++Builder are trademarks of Borland. Microsoft and Windows are trademarks of
Microsoft. Other brand and product names are trademarks or registered trademarks of
their respective holders.

Trizen Systems, Inc.
120 International Parkway
Suite 220
Heathrow FL 32746

http://www.trizen.com
http://www.visualSSL.com

Zaremba(@trizen.com

TRIZEN

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.

1


http://www.trizen.com/
http://www.visualssl.com/
mailto:Zaremba@trizen.com

Trizen’s OpenSSL Documentation and Developer’s Guide Disclaimer

This OpenSSL software is subject to U.S. Commerce Department export restrictions, and is intended for
use in the country or countries into which Trizen released it. You agree to fully comply with all laws and
regulations of the United States and other countries ("Export Laws") to assure that neither the Software nor
any direct products thereof are (1) exported directly or indirectly in violation of Export Laws or (2) are
used for any purpose prohibited by Export Laws including without limitation nuclear, chemical or
biological weapons production. In particular but without limitation, none of the Software or underlying
information or technology may be downloaded or otherwise exported or re-exported (i) into (or to a
national or resident of) Cuba, Haiti, Iraq, Libya, Yugoslavia, North Korea, Iran, or Syria or (ii) to anyone
on the US Treasury Department's list of Specially Designated Nationals or the US Commerce Department's
Table of Deny Orders. By downloading the Software, you are agreeing to the foregoing and you are
representing and warranting that you are not located in, under control of, or a national or resident of any
such country or on any such list.

LIMITATION OF LIABILITY

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, TRIZEN AND ITS SUPPLIERS
DISCLAIM ALL OTHER WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, NON- NFRINGEMENT OR TITLE, WITH REGARD TO THE SOFTWARE
AND THE ACCOMPANYING DOCUMENTATION.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL
TRIZEN OR ITS SUPPLIERS BE LIABLE FOR ANY DAMAGES WHATSOEVER (INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR ANY OTHER PECUNIARY LOSS)
ARISING OUT OF THE USE OF OR INABILITY TO USE THIS OPENSSL PRODUCT EVEN IF
TRIZEN HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN ANY CASE,
TRIZEN'S ENTIRE LIABILITY UNDER ANY PROVISION OF THIS LICENSE AGREEMENT
SHALL BE LIMITED TO US$0.

In general, the OpenSSL software, “software”, is managed by the OpenSSL organization and is licensed
under an Apache style license. If you use the software that is produced by the OpenSSL organization it is
your responsibility to disclose and conform to any and all license requirements as dictated by the OpenSSL
organization. THIS IS NOT A PRODUCT MANAGED OR DEVELOPED BY TRIZEN. TRIZEN IS
PROVIDING THIS MANUAL AS A SUPPLEMENT TO ANY DOCUMENTATION PROVIDED BY
THE OPENSSL ORGANIZATION.

HIGH RISK ACTIVITIES

The Software is not fault-tolerant and is not designed, manufactured or intended for use or resale as on-line
control equipment in hazardous environments requiring fail-safe performance, such as in the operation of
nuclear facilities, aircraft navigation or communication systems, air traffic control, direct life support
machines, or weapons systems, in which the failure of the Software could lead directly to death, personal
injury, or severe physical or environmental damage ("High Risk Activities"). Trizen and its suppliers
specifically disclaim any express or implied warranty of fitness for High Risk Activities.

OPENSSL DISCLAIMER

This software package uses strong cryptography, so even if it is created, maintained and
distributed from liberal countries in Europe (where it is legal to do this), it falls under certain
export/import and/or use restrictions in some other parts of the world.
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PLEASE REMEMBER THAT EXPORT/IMPORT AND/OR USE OF STRONG CRYPTOGRAPHY
SOFTWARE, PROVIDING CRYPTOGRAPHY HOOKS OR EVEN JUST COMMUNICATING
TECHNICAL DETAILS ABOUT CRYPTOGRAPHY SOFTWARE IS ILLEGAL IN SOME PARTS
OF THE WORLD. SO, WHEN YOU IMPORT THIS PACKAGE TO YOUR COUNTRY, RE-
DISTRIBUTE IT FROM THERE OR EVEN JUST EMAIL TECHNICAL SUGGESTIONS OR EVEN
SOURCE PATCHES TO THE AUTHOR OR OTHER PEOPLE YOU ARE STRONGLY ADVISED
TO PAY CLOSE ATTENTION TO ANY EXPORT/IMPORT AND/OR USE LAWS WHICH APPLY
TO YOU. THE AUTHORS OF OPENSSL ARE NOT LIABLE FOR ANY VIOLATIONS YOU MAKE
HERE. SO BE CAREFUL, IT IS YOUR RESPONSIBILITY.

CREDIT INFORMATION: This product includes cryptographic software written by Eric A. Young
(eay@cryptsoft.com). This product includes software written by Tim J. Hudson
(tih@cryptsoft.com).
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Building the OpenSSL Libraries

Introducing OpenSSL

“The OpenSSL Project is a collaborative effort to develop a robust, commercial-grade,
full-featured, and Open Source toolkit implementing the Secure Sockets Layer (SSL
v2/v3) and Transport Layer Security (TLS v1) protocols as well as a full-strength general
purpose cryptography library. The project is managed by a worldwide community of
volunteers that use the Internet to communicate, plan, and develop the OpenSSL toolkit
and its related documentation.”

-OpenSSL Organization

Before you Begin

This guide makes several assumptions: 1) You have a Visual C++ compiler version 6.0 or
higher. 2) You are an experienced programmer using C++. 3) You have familiarity with
the MS-DOS operating system and command line utilities.

The manual is intended for developers interested in using the OpenSSL toolkit and
interested in using the OpenSSL libraries within their applications. It is also useful for
gaining insight into Public Key Infrastructure (PKI) and Certificate Authority
management as well as the usefulness of the OpenSSL command line tools.

What’s Included in the Developer’s Guide?

The OpenSSL for Windows Developer’s Guide is made up of the following chapters:

Building the OpenSSL Libraries | This chapter focuses on Downloading and Building OpenSSL

Creating a Certificate Authority | Describes Creating, Issuing, and Signing Certificates within Windows

Using s_server & s_client Describes using the two most important utilities in OpenSSL
OpenSSL Utilities Using other OpenSSL Utilities
Authenticode Digitally Sign your applications, use an SSL Server Certificate

Building the OpenSSL Libraries

In order to use the OpenSSL toolkit you must download it from the OpenSSL web site.
This is fairly straightforward.

1) Visit http://www.openssl.org/source and download the latest (non-engine) tarball. A
tarball, UNIX related, is similar to a zip file. Save the file anywhere on your hard
drive, but remember its location.

2) Download and/or purchase WinZip at http://www.winzip.com. We recommend you
spend the $40 to purchase a licensed copy of WinZip.

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.
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Building the OpenSSL Libraries

3) Go to the location where you downloaded and saved the openssl zip/tar file. If you
are using WinZip as your registered zip utility, it should have a WinZip icon. Just
double click on the icon.

3.1) If you see the following dialog, just press Yes to Continue:

WinZip

@ Archive containg one file;

openzzl].9.6a kar

Should *Winfip decompress it to a temporary folder and open it?

Hao Help

3.2) You should see the following dialog. Notice that this is a very large file. Also note
that there are almost 1500 files associated with the tarball.

Windip [Unregistered] - openszl-0.9.6a.tar

File Acton: Option:  Help

@I ECe @D
= Open Favarites fld Estract Wigw CheckOut  ‘wizard
Mam | Modified | Size | Ratio | Packed| Path | -
45,2000 3:08 P 8143 14 8143 op.. i
45,2000 3:08 P 18,038 0% 18038 op.
E appz.h 4/5/2001 3:08 P E.073 T4 B.079 op..
E aznlpars.c 4/5/2001 3:08 P 9,439 14 9489 op..
E Ca.c 4/5/2000 3:08 P 55,861 0%  5R8E1 op.
ca-cerk. sl 4/5/2001 3:08 PM R 14 3 op.
= ca com 212000 1:12 PK £.131 14 6131 op..
E] ca-key.pem 127211993 5:52 AM T 14 287 op..
Céa.pl 45,2000 3:21 P 4 968 0% 4968 op..
Ca.plin 45,2000 3:08 P 4 968 14 4968 op..
E] Ca-120. e 1242141998 552 Ak B3 0% B3 op..
Céh.zh 2.-"3;’2IIIEIEI B:22 F'M 3605 0 3605 op.. LI
|Selected 0 files, 0 bytes Tatal 1485 fI|ES 10.076KE @

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.

6



Building the OpenSSL Libraries

4) Extract the files to C:\OpenSSL by selecting Actions | Extract. Create the OpenSSL
directory in the “Extract to:” field by making your screen look similar to the next
image then click Extract.

Extract 2| x|

Extract te: Folders/drives: IWI
|C:0penssL =] | [EE] Desktop —
E@ by Camputer Cancel |

s -2 3% Flappy (&)
€ Selected files == Local Disk [C:] Help |
& Al files {:I _RESTORE
" Files: I {:I Al Users
) {:l &merica Onling 5.0
[T Owvenarite existing files % EZIIJSDK
™| Skip older files

B-_] CabSDKFiles _|;|
¥ Use folder names | | * Hew Folder... |

4.1)  This new OpenSSL directory will now house a new folder titled:

4.2)  The latest version may have a different version number than the above, but it
should be similar. You can close the WinZip application. But notice that there is
no MSVC folder within the openssl-9.6.a folder. This will be installed later.

5) Download the MS Developer Studio Workspace by visiting
http://www.iconsinc.com/~agray/ossldev/ and click on the NO-ASM Non Assembler
version. This file should be VC60ssl096a.zip noting that version numbers may differ
slightly. Assembler versions will have a ‘masm’ or ‘nasm’ included in the title—DO
NOT DOWNLOAD these. Save this zip file anywhere on your hard drive by clicking
on its link or Shift+click on its link, but remember its location. If the above website
is unavailable then visit the OpenSSL website and look for related information, which
should have a link.

6) Double click on the saved VC60ss1096a.zip file (the version number may be
different) which will open up the WinZip utility. You must extract this file into the
above openssl-0.9.6a directory created earlier in step 4.

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.
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Building the OpenSSL Libraries

Extract EH

Extract bo: Folderz/drves: Ewtract I
C:AOpenS5lhopenssl-09 = > {:l [Latil -
I J J : _I Cancel |

-] MSSOL7
-] My Docurments

r EelE-'CtEd filES .D My Download F||EJ HE'F‘ |

Filez

Al files 0 My Music

" Filez: I— -] OpenSSL
. a |:||:||3r'|:5::5:|-|:|_EI_EI.
. & Open55L1
[T Ovensrite existing files D Frogram Files
I™ Skip alder files -] PureTLS
| |

_b|_| MHew Falder. . |

6.1) NOTE: Upon extracting the file into this directory you should have the following
directory structure (with the new MSVC directory):

v Use folder names

=1 OpenSSL
=- openssh09.6a

-] certs
=] cypto
#-] demos
-] doc
-] inc32
-] MacO3

Ee=t o

B outazdl
-] ped

7) If you have not already done so, you must install Visual C++ 6.0. Remembering to
run the VCVARS32.bat file. This file is located in the VC98 directory of the
Microsoft Visual Studio folder. Just double click on the VCVARS32.bat file.

8) You must now download Perl for Windows. We have chosen ActivePerl and it can
be downloaded at http://www.activestate.com/Products/ActivePerl/. Of course any
Perl for Windows will work, but make sure that your PATH variable has the location
of the Perl.exe file appended to the PATH variable string after you have installed

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.
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Building the OpenSSL Libraries

ActivePerl. This can be checked in Windows ME by going to Start | Run and typing
MSCONFIG.EXE. You should see the following dialog, noting that the installation
location for this example is c:\Perl\bin. This is the directory path to where the
Perl.exe file was installed. By adding this location to your path variable you can
issue a Perl command from any DOS prompt without having to be in the same
directory as the Perl.exe file.

2% System Configuration Utility

File “iew Help

General S_I,Istem.inil 'W'in.inil Static'WxDs | Stattup  Enviranment Internatiu:unall

Select the check box to enable an environment wanable, ar clear the check box ta
dizable an enviranment wariable. To edit a variable, click it, and then click Edit.

" ariable | Walue

PROMPT $pto

TEMP C:NWINDOWSATEMP

THP C:NwANMDOWSATEMP
EMYIROMMEMTWARIAELE

C:APersbinCAWINDOWS C:AWINDOWSSCO M e

<] | i

New.. | Ed. |  Dekte |

0k, I Cancel | Smply |

9) Notice the new C:\Perl\bin entry in the PATH variable. Again, this location
represents this example. The location where you install Perl may differ slightly. Just
make sure that the directory to the Perl.exe file that is installed with ActivePerl is
appended somewhere in the PATH variable string. Windows NT users can access the
PATH variable by right clicking on the My Computer icon, selecting the Advanced
tab and then clicking on the Environment Variables button. For other operating
systems, please see your Windows OS documentation for PATH variables.

10) Once you have a Perl program installed, you should copy the command.com
(cmd.exe for NT) to the openssl-0.9.6a directory. This will allow you to run the
necessary Perl scripts provided with the OpenSSL toolkit. The command.com or
cmd.exe file can be found in your Windows or WINNT directory. Users of
Windows NT/2000/XP must use cmd.exe.

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.
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Building the OpenSSL Libraries

11) Double click on the new command.com file (or cmd.exe) in your openssl-0.9.6a
directory. At the command prompt type the following and press enter noting that this
command is case sensitive:

C:\OpenSSL\openssl-0.9.6a>Perl Configure VC-WIN32

You should see something similar to the following screen:

"% MS-DOS Prompt

-DTHREADS —-DDSO_WIK3Z

bh_asm. o
.o ferypt_b.o

=true

=per]

_Two_EIT mode
mode

RC4_CHUMEK

Configured for WwC-WIN3Z.

11.1) Ifyou don’t see the above information after you type the Perl Configure VC-
WIN32 command you should review your steps and possibly delete the OpenSSL
directory, extracting the files again and starting over. If you get an error that
states:

“‘perl is not recognized as an internal or external operable program or
batch file”

11.2) Ifyou get the above message, then check to make sure you have installed Perl and
that the directory location of Perl.exe is contained somewhere in the PATH
system variable.

12) At the same command prompt type the following and press enter:

C:\OpenSSL\openssl1-0.9.6a>ms\do_ms.bat

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.
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Building the OpenSSL Libraries

You should see something similar to the following screen:

Y& MS-DOS Prompt

12.1)

LSegarper] utiTwymkTiles.pl =MINFO

g.gaxrem perl utilymklmf.pl WC-MSDOS no-sock =mssmsdos.mak

HO0pENssT-0.2. 6a=rem perl utiTymilmT. pl W
openssl-0. 3 0 utiTsmiimt. pl
wOpENss]-0.59 utilsmkimt. pl no-asm WC-WINIZ =mssnt.mak

1%openssT-0.2 utilsmklmt.pl d11 no-asm WC-WIN3z2 =mssntd11.mak

Uti T mk pl1 1e Tibeay =
WOpenss1-0.%9,6axpe Uti T mk pl1 32 Tibeay =
WOIPENSE T -0, ¢ e Lt Tk .p1 1 551
openss1-0.3 i Ut T mk LBl

WOpENSS]-0.9, 6a-

14%0penss 1 —0. 9. 6

If you don’t see something similar to the above, you may have to start over
making sure you have typed everything correctly and placed the extracted files in
the right directories.

13) At the same command prompt type the following and press enter:

13.1)

13.2)

13.3)

C:\OpenSSL\openssl-0.9.6a>perl msvc\doinc.pl

If all goes well, the screen should pause for a second and then basically return the
command prompt. This command will create three (3) new directories in the
openssl-0.9.6a directory:

e inc32
e out32dll
e tmp32dil

The most important of these is the out32dll directory which will have the
Microsoft Visual C++ Release and Debug directories. Within these directories
will be the OpenSSL libraries after a successful build in Visual C++. At this
point you should check the openssl-0.9.6a directory to make sure these were
successfully created.

If these directories do not appear in your openssl-0.9.6a then try starting from the
beginning making sure you follow each step carefully.

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.
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Building the OpenSSL Libraries

14) Open Visual C++ and open the OpenSSL.dsw file in the newly created msvc
directory within the openssl-0.9.6a directory. You may have to select *.dsw from the
types of files to view in the Open project dialog.

15) You should see approximately 59 or so projects. The most important projects being

the SSLeay32 and Libeay32 projects. Other important projects are the s_server and
s_client projects.

16) At this point you should perform a batch build by selecting from the menu bar, Build |
Batch Build. Press the Rebuild All button on the resulting form making sure that all
projects are checked:

Batch Build

Project configurations: Build

WIS 5] eay - Wind? Belease
S5Leays? - Win32 Debug
[w] azm1 parse - Win32 Felzaze
[ 2zl parse - Win32 Debug
bftest - Wwin3z Releaze
Bftest - win32 Debug

brtest - Win32 Releaze
brtest - Win3d2 Debug

ca - wWind2 Release

ca - win32 Debug

casttest - Win32 Releasze
casttest -'WwWind2 Debug j

Biebuild Al

LClean

Cancel

|

[ Selection arly

16.1) This will take upwards of 10 minutes to compile all the projects including the
Debug and Release versions. You should hear several windows attention
“beeps” as the compiler moves from project to project.

17) At this point the OpenSSL libraries: SSLeay32.dll and Libeay32.dll can be utilized in
your applications. They can be found in the Release directory of the out32dll
directory within the openssl-0.9.6a directory.

18) APPEND YOUR PATH VARIABLE TO POINT TO THE NEW RELEASE
DIRECTORY UNDER THE OUT32DLL i.e. PATH=c:\OpenSSL\openssl-
0.9.6a\out32dll\release. Make sure that the OpenSSL release directory for the
correct version is contained in the PATH variable or you will not be able to
execute the OpenSSL commands from anywhere but the release directory.

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.
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Creating Your Own Certificate Authority

Creating Your Own Certificate Authority

What is a Certificate Authority? A Certificate Authority is a clearinghouse of sorts that
will provide a signed certificate that you may use in your applications. Some of the most
notable are Verisign and Thawte which provide SSL certificates for use within web
servers as well as Authenticode certificates for Microsoft ActiveX distribution. These
certificates enable encryption as well as provide a “security blanket” of sorts that ensures
a company is safe to communicate with.

By creating your own certificate authority, developers can utilize their own certificates in
their applications. Visual 3270 and Visual SSL, products designed by Trizen all use
certificates created by a Certificate Authority under a Trizen server. If you want to create
your own certificates then you must create a CA structure on your network that can be
accessed.

Of course you can get started right away by using the server.pem and/or client.pem files
that come with OpenSSL. These files can be found in c:\OpenSSL\openssi-0.9.6a\apps
directory.

Creating the Directory Structure

This is relatively painless. Create a directory named CARoot anywhere on your hard
drive. For this documentation we are creating a new directory at c:\CARoot. Within this
directory create four new directories so that your directory structure looks similar to the
following:

Creating the Random File (.rnd)

First, copy the command.com or cmd.exe file to the CARoot directory. Next, create a
.nd file in the new private subdirectory—the tricky part is saving it without a prefix so
that it is named “.rnd” rather than “random.rnd” or something similar. To do this in
windows, double click on the command.com or cmd.exe file in the CARoot directory. At
the MS-DOS (command) prompt type the following and press enter to create the “.rnd”
file without a prefix:

C:\CARoot>edit private\.rnd

When the MS-DOS text edit fills the screen, just type in a bunch of data or open up a file
of data such as an executable file, then save the file. You should now have a “.rnd” file

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.
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Creating Your Own Certificate Authority

located in the CARoot\private directory. If you don’t have a “.rnd” file, then make sure
you follow the directions exactly as outlined.

Creating the CA Key File

At this point you must make your Certificate Authority (CA) private key and certificate
files. These files will be utilized when creating other certificates signed by your own
Certificate Authority. You will be using the command prompt many times, so to save on
navigation you should have already placed another copy of the command.com or cmd.exe
file into:

c:\CARoot

Double click on this file (command.com or cmd.com) unless its already open, and from
the command prompt type the following and then press enter:

C:\CARoot>genrsa —out private\ca.key —rand private\.rnd 2048

NOTE: Switches and Options that are usually preceded by a ‘“—° are used to specify certain attributes or
properties of the command. There should be a space before the ‘—° and after the switch/option

The above command will generate an RSA Key file that will represent the CA Key file
and will be used to generate public certificates. Double check to make sure the ca.key file
is now in the private directory in the CARoot directory that was created earlier. If you get
an error saying “bad command” then make sure you have modified your PATH
environment variable to point to c:\OpenSSL\openssi-0.9.6a\out32dll\release directory
(see Building the OpenSSL Libraries). If all has gone well then you should have seen
something similar to the following screen shot:

5 MS-DDS5 Prompt

rsa —out priva a.key -rand private™.rnd 2048
into ra ate - done

'048 bit Tong modulus

If you want to add a password to your private key file, which is highly recommended,
then perform the following command writing over the existing file:

C:\CARoot>genrsa —out private\ca.key —rand private\.rnd —des3 2048

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.
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Creating Your Own Certificate Authority

Notice that all we added was the —des3 switch. If you would like to see more information
about this command type:

C:\CARoot\genrsa —help

You may use this switch for any of the OpenSSL commands and comes in quite handy
when you forget a switch option.

Creating the Config File (OpenSSL.cnf)

The Config file, named OpenSSL.cnf, is used for creating public certificates. The config
file has all the information necessary to reproduce a public certificate based on the CA
architecture and the CA Key file. A sample of a config file is provided in the OpenSSL
apps directory. Unfortunately, Windows views any file with a .cnf extension as a speed
dial file and may be tough to locate; however, look for a file named “openss]” without a
visible extension with a “speed dial” association:

4] dsap.pem 1KE PEM File 12/21/1995 5:56 AM
E dsaparam.c 11 KB C Source file 4/5/2001 3:08 PM
ﬂ dsa-pca.pem 3KE PEM File 1911999 12:29 PM
E ENC.C 17 KB C Source File 41512001 3:03 PM
E errstr.c SKE C Source file 41512001 3:03 PM
E gendh.c TKE C Source file 41512001 3:03 PM
E gendsa.c GKE C Source file 41512001 3:03 PM
E QEnrsa.c 8KB C Source File 4/5/2001 3:08 PM
Einstall.cum IKE  M5-DOS Application 5/13/1999 7:36 AM
Emak&apps.mm 27 KB M3-Di0S Application 4/5/2001 3:09 PM
Makefile, save 45KE  SAVE File 3f20/2000 2:27 AM
Makefile, ssl 53KE 535LFile 41512001 3:03 PM
@ nseq.c 6 kKE C Source file 41512001 3:09 PM
1KE Speedbial 12/21/1995 6:00 AM
8KE SpeedDial 1/5/2000 8:26 PM
10KE C Source File 4/5/2001 3:09 PM
e opery Type: SpesdDial 7KE SpeedDial 111111999 2:59 PM
pas Eigt; ’_;,"chlif:fad’ 1/5/2000 8:26 PM 13KE  C Source file 4/5/2001 3:09 PM
pra- — 1KE SRLFile 4/5/2001 3:09 PM
m pra-key . pem 1KE PEM File 12)21/1995 552 AM

Copy this file from the OpenSSL apps directory to the CARoot directory. If not already
open, double click on the command.com or cmd.exe file in the CARoot directory and
type the following into the MS-DOS prompt:

C:\CARoot>edit openssl.cnf

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.
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This will bring

up the MS-DOS editor with the openssl.cnf file opened for editing. The

following snippet represents Trizen’s configuration file:

# OpenSSL example configuration file.
# This is mostly being used for generation of certificate requests.
#

# This definition stops the following lines choking if HOME isn't
# defined.

HOME = .

RANDFILE = S$ENV::HOME/.rnd

# Extra OBJECT IDENTIFIER info:

#oid file = SENV::HOME/.oid

oid section = new_oids

# To use this configuration file with the "-extfile" option of the
# "openssl x509" utility, name here the section containing the

# X.509v3 extensions to use:

# extensions =

# (Alternatively, use a configuration file that has only

# X.509v3 extensions in its main [= default] section.)

[ new oids ]

# We can add new OIDs in here for use by 'ca' and 'req'.

# Add a simple OID like this:

# testoidl=1.2.3.4

# Or use config file substitution like this:

# testoid2=${testoidl}.5.6

FHAF A A A R
[ cal

default ca = CA default # The default ca section

FhAf ARt A A A A AR A A A A AR A A AR A A A 4
[ CA default ]

d = . # Where everything is kept

certs = Sdir/certs # Where the issued certs are kept
crl di = $dir/crl # Where the issued crl are kept
database = $dir/index.txt # database index file.

new certs dir = $dir/newcerts # default place for new certs

c a.c

serial = S$dir/serial # The current serial number
crl = $dir/crl.pem # The current CRL

priva v = S$dir/private/c y # The private k

RANDFILE = $dir/private/.rnd # random data to use with certs

1. dir: Should be “.” which means “the current directory where this
(openssl.cnf) configuration file is located.”
2. certs: where issued or requested certificates should be saved.

[98)

longer be accepted.

The most important components are the highlighted items and are discussed as follows:

crl _dir: Certificate Revocation Lists, those certificates that are should no
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4. database: a text (index.txt) file that will hold the increment of the
certificates issued.

5. new certs_dir: Signed certificates will be placed here
(C:\CARoot\newcerts).

6. certificate: The CA Certificate derived from the CA Key (ca.crt).

7. serial: Each certificate is given a serial number as it is created, this keeps

the increment.

private _key: The CA Key file. Keep this private (ca.key).

9. RANDFILE: The file that will be used in creating keys. It should be
noted that some attacks and breaches of encryption have been
accomplished by using the random number. Keep this private.

*

Other elements are used in developing public certificates, such as what questions will be
asked, how they will be asked and other defaults. You may notice later in the
configuration file that the default country may be AU, you should change this to reflect
your country such as US. At this point make all the modification highlighted above to
the openssl.cnf file in the MS-DOS editor.

After you have made the sample configuration file (openssl.cnf) match the above, save it
in the c:\CARoot directory. You will now have an openssl.cnf file in the CARoot folder
(directory).

Having problems opening the Configuration File

If you’re having problems opening the file in Windows, don’t be alarmed. From an MS-
DOS prompt, navigate to the openssl.cnf file. At the prompt type the following and press
enter:

C:\OpenSSL\openssl-0.9.6a\apps>edit openssl.cnf

This will bring up the file in an MS-DOS editor. You can now make your changes and
then save the file to the CARoot directory.

Creating the Database (index.txt) and Serial files for the CA

You should take note of the database entry in the openssl.cnf Configuration file above
which points to a file named index.txt. This file is made up of line entries for each new
certificate signed by the CA. To create the index file, type the following at the
C:\CARoot file then press enter:

C:\CARoot>touch \index.txt

NOTE: Touch is a program that will set the file’s timestamp to the current system time.
If you don’t have the touch.exe file or equivalent, don’t worry, just create a text file
named index.txt in the CARoot directory.

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.
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You must now create the serial file. This file can be created by typing the following at
the MS-DOS prompt and then press enter:

C:\CARoot>echo 01 > serial

This will create a file named serial in the CARoot directory. You can open this file with
WordPad or Notepad (right click on the file, select “Open with” and then select
“WordPad”). If you open the file you will see it contains one line with the text “01”
without the quotes. OpenSSL documentation uses double quotes around the ‘01’;
however, this will not work in Windows. Ensure no quotes exist around the O1.

To summarize, you should now have two files in the CARoot directory named serial and
index.txt. Note that these two files are documented in the Configuration file (openssl.cnf)
with the names: database (for the index.txt) and serial (for the serial file). Make sure that
these files are in the C:\CARoot directory and not any sub directories.

Creating the CA Certificate

At this point you can now successfully create the CA Certificate. Make sure you have
updated the PATH environment variable to reflect the /c/:\OpenSSL\openssi-
0.9.6a\out32dll\release files that have been created in the OpenSSL Visual C++ build
(your path may differ slightly from the above). Double click on the command.com or
cmd.exe file located in your CARoot directory. At the command prompt type the
following and press enter:

C:\CARoot>req —new —x509 —days 3650 —key private\ca.key —out private\ca.crt —
config openssl.cnf

Y= M5-DOS Prompt

3650 -key privatehnca.key -out privatehca.crt -con

s 1 1 £1.cnf

You are ahout ta ral C nTHr information that will be dncorporated

'Ir|1'|_| '_,uur at L .

wou are at Ut to ent iz what iz called a :'5_";_'5':: ame ar a D,
re gui F

me Fields

remha@trizen. |:|m

i CARDOT >
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Notice in the above screen shot that we were asked a series of questions. As you create
your certificates you should use your own CA information being aware that you should
give your certificate a long expiration date such as the 10 year date above. Notice also
the question text is derived from the configuration file (openssl.cnf). Also notice that
nothing has been added to any other directory such as the newcerts directory after this
command. Remember, when using the req.exe application above, you are creating a self
signed certificate! A self signed certificate is “dummy” certificate and has not been
signed by a Certificate Authority. If you have turned on any client or server verification,
it will fail with a return code of (18), which means a self signed certificate. For CA
Certificates, they are all self-signed because you are the top of the chain; however, when
you create other certificates, you will sign those certificates with your CA information!
The following represents what your self signed CA certificate should now look like if
opened in WordPad:

MITEhTCCA22gAwIBAgIBADANBgkghkiGI9wOBAQQFADCB]jTELMAKGALUEBhMCVVMx
CzAJBgNVBAGTAKZMMREWDWYDVQQOHEWhIZWFO0aHJvdzEPMAOGALUEChMGVHIpemnVu
MREwDWYDVQQLEWhTb2Z0d2FyZTEXMBUGAL1UEAXMOd3d3LnRyaXplbi5jb20xITAL
BgkghkiGO9wOBCQEWEnphcmVtYmFAdHIpemVuLmNvbTAe FwOwMTEWM ) AwWMDAWNT Za
FwOwM]jEwWM]jAWMDAWNTZaMIGNMQOswCQYDVQQOGEwWJIJVUZELMAKGA1UECBMCRkwxXETAP
BgNVBACTCEh1YXRocm93MQ8wDQYDVQOKEWZUcm] 6ZWAxETAPBgNVBASTCFNVZnR3
YXJ1IMRcwFQYDVQQODEWS53d3cudHIpemVuLmNvbTERMB8GCSgGSIb3DQEJARY SemEy
ZW1iYUBOcml1 6ZW4uY29tMIIBIJANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEA
y1dagYx3PusRilol0skdNX9YtnYAw+GL/uL+VyZb6qIlgDQdiUnzZzIHEQKCtMGewWN
Gc6IFU78aDfR8Hxf5D5mwe3uz1Bh9z04N9dZgKvin6B9eDuvY8EVuULuUFg3JvZS5W]
vOW3IwVf//2wauDyF/1/Vs+C8DcJLvV/iDLXgJVmAMJIknum/nLBiz2rmNvdiANyB
gQJIpiyAMESYAVcOpOhr5uuHDEfx1mERpP14Ca3Vyhryp+se/T92sbhahupMBGufd4
£J0000JvuSuP4Wim6GETW4bUCVDIJuTvoN9Mq6Gq7IVmtEzIDCRY 32xWguz /U26/
5UIzNGGeExwA6VWC8edDbQIDAQABO4HEMIHGMBOGAL1UADgQWBBQkmWA4HTAJeAO4
N3K91IBpf8FUVTCBugYDVROJBIGYMIGvgBQkmWA4HTAJeAO4N3KI1IBpf8FUVaGB
k6SBkDCBjTELMAKGA1UEBhMCVVMxCzAJBgNVBAgTAKZMMREWDWYDVQQHEWhIZWEQ
aHJvdzEPMAOGA1UEChMGVHIpemVUMREWDWYDVQQLEWhTb2Z0d2FyZTEXMBUGA1UE
AxMOd3d3LnRyaXplbi5jb20xITAfBgkghkiGOwOBCQEWEnphcmVtYmFAdHIpemVu
LmNvbYIBADAMBGNVHRMEBTADAQH/MAOGCSQGSIb3DQEBBAUAA4IBAQCCN/ 7S 9wQT
/YYtEEANIXShIvwIRKeJF1Qj7IBNInLRQclctZzFs3tvelLYPt2xr+AXcrgIg07JPN
ev33gpCxrBBDcpV50SYHftZV7Ah3dbjR2IJb9I5SNMWBIXONCcZkeMbGjQjY7wMLNHVB
BE3VvWIWAmVSF{fFs7JT2BNhphuT5kuhqo6NEaHNtA9VKZGPBGIrgLF8PoXCk0J8VR
L5WP8z5Kgelo4/9BT1WDO0re6NtUh36XB1rNZfVuR01HshMNah5VL6UXRi5/pdttZ
uKdwIWpSs1YPIhRAMxFkHm4xif++pdN691d6RHOpFs/1IS5rCEWBYrEPoSxjV7ud
QCAx3UW8vk6ox

This is very standard stuff for self signed certificates, very simple with all the information
encoded between the BEGIN CERTIFICATE and the END CERTIFICATE. At this
point you have successfully created your CA Public Certificate and your CA Private Key
files which should be kept in the c¢.\CARoot\private directory.
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Creating a NEW Public Certificate and Key Pair

At this point you have a very basic CA structure but you can create certificates and sign
them with your organization. We are going to walk you through creating a key pair:

1) Create a new Key file using the genrsa.exe command:
C:\CARoot>genrsa —out cert.key —rand private\.rnd 2048

2) Or Create a new Key file with a password using the genrsa command:

C:\CARoot>genrsa —out cert.key —rand private\.rnd —des3 2048

Y& MS-DOS Prompt

 —rand privateh.rnd 2043
daone

2048 bit Tong modulus

o NCARDOT =

If all goes well your should see something similar to the above screen shot. It is
HIGHLY recommended that you use passwords to encrypt your key files for servers;
however, there is no reason for client files to be encrypted with a password. If you forget
your password you will have to recreate your certificate.

3) Create a Public Certificate using the req.exe command as detailed in the screen shot:

"% MS-DD5 Prompt

3650 -key cert.kay

365 w —out cert.crt -config openssT.

ation from openss

ﬂ called a pistinguished Wame or a DN.
g guite a few fields : 1 some blank

-.|E-|I;i‘_7- IthE i

er

ernet widgits Pty Ltd]:TsSI
3 jonal unit ’ 3 []:Engineerd
i CIMTo \ o al3
Email address i

i CARDOT >
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If all goes well you should see the above screen shot. Note the questions that were asked
and how they match with the openssl.cnf file modified earlier. You may at anytime open
this configuration file and change the defaults. At this point you should have a cert.key
and a cert.crt file in your CARoot directory. If these files do not exist, double check your
work and try again. You should note that the new cert.crt file has not been signed and is
very similar to the CA certificate at this point. The next step is to sign the certificate with
your CA key file.

4) Sign the certificate using the following command:

C:\CARoot>ca —ss_cert cert.crt —key private\ca.key —config openssl.cnf —policy
policy _anything —out signedcert.crt

Note: Do not use the cert.key as this is the newly generated Key (use it for generating a
public key, not signing the key), you must use the CA Key file generated earlier to
establish the certificate chain.

In the above if we did not use the —policy policy anything switch to accept the
certificate as it currently exists the ca.exe command would complain. Once you have
signed the certificate, one will be located in your newcerts directory as a record of the
transaction with the serial number and a .pem extension i.e. 0/.pem. For each newly
signed certificate, your newcerts directory will be updated, increasing the index
number for each new certificate. The other location is in the CARoot directory and is
the signedcert.crt file as specified in the —out parameter. Use this file, along with the
cert.key file, in your OpenSSL applications.

Note: You may delete certificates the index.txt file if you want to recreate or resign the
certificates. You may also change the sequence number in the serial file.

You should see a lot of information fly by when you issue the above command and then
you should be asked if you want to sign the certificate? Just press Y and then press enter.
You will then be asked if you want to “commit” the file. Just press Y and then press
enter. You should see more information fly by and finally end with “database updated.”
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C:ACARootycmd. exe

C:~CARoot>ca —-ss_cert cert.crt —key privatesca.key —config openssl.cnf —policwy pl’
olicy_anything —out signedcert.crt

Using configuration from openssl.cnf

Loading ‘screen’ into random state — done

Check that the regquest matches the signature

Signature ok

The Subjects Distingui
countrylame

2] ame iz as follows
state0rProvinceMane H

he
P ABLE:=*US*

P ABLE:*FL*

E ABLE:*Heathrow’
P

P

localityHame
organizationMame
organizationallUnitHame ABLE:*Engineering’

commonMame ABLE: ‘www.tri=zen.com’

emallAddress :IASSTRING: ' zarembaltrizen.com’

Certificate iz to be certified until MWov 38 15:42:83 2882 GHT <365
Sign the certificate? [ysnl:y

ABLE:'Trizen'

1 out of 1 certificate requests certified, commit? [ys/nly
Urite out database with 1 new entries
Data Base Updated

C:~CARoot>

The above screen shot represents the typical “signing” process. If you did not see
something similar to the above, then repeat the steps making sure you followed the
examples explicitly.

If you check the newcerts directory you should see a new certificate in the directory with
a 01.pem filename (may be a different number, but it will be the highest). If you look at
the file you should see something similar to the following:

Data:
Version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=US, ST=FL, L=Heathrow, O=Trizen, OU=Software,
CN=www.trizen.com/Email=zaremba@trizen.com
Validity
Not Before: Oct 20 00:02:05 2001 GMT
Not After : Oct 20 00:02:05 2002 GMT
Subject: C=US, ST=FL, O=Trizen, OU=Software,
CN=www.trizen.com/Email=zaremba@trizen.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:ca:57:5a:81:8c:77:3e:eb:11:8b:5a:25:3a:c9:
1d:35:7£:58:06:76:00:c3:el:8b:fe:e2:fe:57:26:
5b:ea:a2:2a:0d:07:62:52:7¢:d9:20:71:10:28:2b:
4c:19:cc:0d:19:ce:88:15:4e:fc:68:37:d1:£f0:7c:
5f:ed:3e:66:cl:ed:ee:ce:50:61:£7:33:08:37:d7:
59:80:ab:d6:e8:1f:5e:0e:eb:d8:f0:45:6e:2e:el:
6a:dc:90:d9:4b:95:a3:bf:d5:07:23:05:5f:ff:fd:
b0:6a:e0:£f2:17:£8:bf:56:¢c£:82:£f0:37:09:2e:£5:
7£:88:32:d7:80:95:66:00:¢c2:64:9e:e9:bf:9c:b0:
62:cf:6a:€6:36:£7:62:00:dc:81:81:02:69:8b:20:
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26:11:26:00:55:c3:a9:3a:1a:f9:ba:el:c3:7£:19:
66:11:1a:4f:d7:80:9a:dd:5c:al:af:2a:7e:bl:ef:
d3:f7:6b:1b:85:a8:6e:a4:c0:46:b9:£7:78:7c:9d:
34:30:42:6f:09:2b:8f:e1:68:a26:8:61:13:5b:86:
d4:0a:£f0:c8:26:ed4:ef:a0:df:4c:ab:al:aa:ec:85:
66:04:4c:c9:0c:24:58:df:6c:56:82:ec:ff:53:6e:
bf:e5:42:33:34:61:9e:13:1¢c:00:e9:55:82:f1:e7:
43:06d
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key Identifier:
24:99:60:38:1D:30:09:78:03:B8:37:72:BD:94:80:69:7F:C1:54:55
X509v3 Authority Key Identifier:

keyid:24:99:60:38:1D:30:09:78:03:B8:37:72:BD:94:80:69:7F:C1:54:55

DirName:/C=US/ST=FL/L=Heathrow/0O=Trizen/OU=Software/CN=www.trizen.com/Email=zar
emba@trizen.com
serial:00

Signature Algorithm: md5WithRSAEncryption
7c:18:87:74:ad:al:c3:90:55:af:27:£4:87:0c:4a:bb:5a:0d:
£f1:87:a4:2d:dc:ad:c1:16:¢c3:02:21:90:4c:56:61:fe:ce:al:
4da:cb:fc:de:92:57:c6:87:63:38:ba:de:56:d6:3a:62:4c:ch:
cb:41:75:44:61:£f5:£7:d9:fa:9f:ab:35:9e:¢c3:90:96:b1:0b:
1la:47:03:4d:2c:15:60:e0:95:ed:98:b4:31:8a:7e:77:£3:41:
0e:05:91:fd:1e:1d:fd:74:e6:7c:61:b7:16:f6:ec:a9:b7:d1:
aa:b0:23:e1:42:8a:¢c5:50:03:¢c8:a29:£3:69:d5:49:1e:95:d3:
21:12:ba:6a:€9:35:f2:¢5:74:15:d9:a7:d5:71:47:9%a:a3:fe:
5p:11:14:50:fe:d%:eb:76:f2:21:1e:88:ac:7c:4e:ea:19:£8:
74:d8:0f:00:97:af:3c:ce:95:79:05:6a:00:67:c0:0c:33:3a:
£fd:32:9d:al:4c:0b:6e:21:b5:de:cd:e6:2f:6d:07:70:7d:31:
Oc:3f:7d:b6:4d:ac:d7:3e:94:4c:1c:26:a2:19:1e:ee:ff:da:
73:73:49:38:¢c0:32:9e:22:8c:ed:d2:1£f:3c:50:ba:89:df:d6:
ab:ab:df:52:a2:79:7£:e0:91:d7:6a:45:44:9a:6a:d3:bc:al:
c0:18:ba:c0

————— BEGIN CERTIFICATE-----

MIIEnjCCA4agAwIBAgIBATANBgkghkiG9wOBAQQFADCB TELMAKGA1UEBhMCVVMx
CzAJBgNVBAgTAkZMMREWDWYDVQQHEWhIZWF0aHJvdzEPMAOGAL1UEChMGVHIpemVu
MREwDwYDVQQLEWhTb2Z0d2FyZTEXMBUGA1UEAxXMOd3d3LnRyaXplbi5jb20xITAf
BgkghkiGO9wOBCQEWEnphcmVtYmFAdHIpemVuLmNvbTAe FwOwMTEwWMjAwMDAyYMDVa
FwOwMjEwM]jAwWMDAyMDVaMHoxCzAJBgNVBAYTALVTMQOswCQYDVQQIEwJGTDEPMAOG
AlUEChMGVHIpemVUuMREWDWYDVQQLEwWhTb2Z0d2FyZTEXMBUGA1UEAXMOd3d3LnRy
aXplbi5jb20xITAfBgkghkiGI9wOBCQEWEnphcmVtYmFAdHIpemVulmNvbTCCASIw
DQYJKoZIhvcNAQEBBQADggEPADCCAQOCggEBAMPpXWoGMdz 7rEYtaJTrJHTV/WLZ2
AMPhi/7i/lcmW+qiKgOHY1J82SBXECGrTBNMDRNOiBVO/Gg30fB8X+Q+ZsHt7s5Q
YfczuDfXWYCrlugfXg7r2PBFbi7hatyb2UuVo7/VtyMFX//9sGrg8hf4v1bPgvA3
CS71£f4gyl4CVZgDCZJI7pv5ywY¥s9g5jb3¥gDcgYECaYsgJhEmAFXDgToa+brhw382
ZhEaT9eAmt1lcoa8gfrHv0/drG4WobgTARrn3eHydNDtCb7krj+FopuhhEluGlArw
yCbk76DfTKuhquyFZrRMyQwkWN9sVoLs/1Nuv+VCMzRhnhMcAO1VgvHNQ2 0CAWEA
AaOCARkwggEVMAKGA1UdEWQCMAAWLAYJYIZIAYDAQgENBBS8WHUIWZWSTUOwWgR2Vu
ZXJhdGVkKIEN1cnRpZmljYXRIMBOGA1UdADgQWBBQkmWA4HTAJeAO4N3KI91IBpf8FU
VTCBuUgYDVROJBIGYMIGVvgBQkmWA4HTAJeAO4AN3KO1 IBpf8FUVaGBk6SBkDCB]TEL
MAkGA1UEBhMCVVMxCzAJBgNVBAgGTAkZMMREWDWYDVQQHEWhIZWF0aHJvdzEPMAOG
A1UEChMGVHJIpemVUuMREWDWYDVQQLEWhTb2Z0d2FyZTEXMBUGA1UEAxXMOd3d3LnRy
aXplbi5jb20xITAfBgkghkiGI9wOBCQEWEnphcmVtYmFAdHIpemVulmNvbYIBADAN
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TFZh/s6hSsv83pJXxodjOLreVtY6YkzFyOF1RGH199n6n6s1nsOQ1rELGkezTSwV
YOCV7Z1i0MYp+d/NBDgWRIB4Ad/XTmfGG3FvbsgbfRarAj4UKKxVCzyKnzadVJIHpXT
BgkghkiGI9wOBAQQFAAOCAQEAEBIHAK2hw5BVryfOhwxKuloN8YekLdykwRbDA1Gb

IRK6aukl8sVOFdmnlXFHmgP+WxEUUP7Z63byIR6IrHxO6hn4dNgPC5evPM6VebVg

SGfADDM6/TKdoUwLbiG13sTmL20HcHOxDD99tk2s1z6UTBwmohke7v/ac3NJOMAyY
niKM7dIfPFC6id/WpaviUgqJ5f+CR12pFRIpg07ygwBi6wA==

If you look in the index.xt file in the c:\CARoot directory you should see the certificate
information as a single line item. If you look in the serial file you should see “02” which
represents the next certificate index (01 is the above certificate).

You should now distribute this newly created signedcert.crt file as the signed certificate.
This certificate will work in the OpenSSL environment and will function properly with
any application that uses the OpenSSL libraries; however, if you want to install this
certificate in Windows then you must make some changes as documented in Adjusting
the Certificates for Windows Operating Systems.

Signing Certificate Requests (Being a Certificate Authority)

In the previous example we demonstrated the signing of self signed “dummy”
certificates. In this section we will show you how to take a certificate request and sign it
with your credentials. Similar to Verisign, or Thawte, you create a certificate request
usually from Internet Information Server and send it to them to “sign” and return the
signed certificate for your use. Creating a certificate request from IIS is discussed in
section Creating PKCS#12 Certificates in Internet Information Server. You may
optionally issue the following command in the MS-DOS prompt to create a Certificate
Signing Request:

C:\CARoot>req —newkey rsa:1024 —keyout private\dummy.key —out
private\dummy.pem —config openssl.cnf

Note, that in order to create certificate requests, you have to have a Certificate Authority
setup. This is sometimes very tough for those who don’t want to be a CA. It is therefore
recommended to create them from Internet Information Server. After getting the
Certificate Signing Request file (or after creating it) you can issue the following
command to sign the certificate:

C:\CARoot>ca —in certreq.txt —key private\ca.key —out newcerts\mycert.cer —policy
policy anything —config openssl.cnf
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Note that the only difference between signing self-signed certificates and certificate
request are the —ss_cert and —in switches respectively.
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Adjusting the Certificates for Windows Operating Systems

Windows does not understand the .pem file as first created by OpenSSL. Windows does
understand .crt files. You may have noticed that when you sign a certificate, its contents
change, you don’t just have the BEGIN CERTIFICATE and END CERTIFICATE you
have all the information at the top as well. If you merely change the extension of the
.pem file to .crt and then double click the file, Windows will give you an error. You must
delete the entire contents of the file except for the data between and including the BEGIN
CERTIFICATE and the END CERTIFICATE (similar to the self signed CA certificate
above). Go ahead and right mouse click on the newly created signedcert.crt file and open
the file with WordPad.

serial old 1KE QLD File 11/28/2001 7:55 PM

B signedcert. ot S KR Secority Certificate 11/30/2001 10:42 AM
Open |

Install Certificate

Dpen YWith 4 ™ crypto shell Extensions
[@ F'-dd ko Zip u "."'."I:Ir'l:lF'-Ell:l
30l Add to signedcert. zip

4 | y _g", Notepad
Zip and E-Mail signedcert,zi
2 2ip d . ﬁ Delphi-32 Development Environment
Send To ¥ [ C++ Euilder Development Environment
cuk % Yisual Basic
Copy & Internet Explorer
Create Shaortout Choose Program. ..
Delete
Renarne
Properties

It is best to use WordPad when opening certificate files as NotePad will display all of the
extra ASCII character codes and make editing the certificate difficult. Once the file has
opened in WordPad, delete everything except for the data between and including the
BEGIN CERTIFICATE and the END CERTIFICATE making sure that the BEGIN
CERTIFICATE line is the first line and the END CERTIFICATE line is the last line.
Save the file (don’t worry if you mess up, you can recreate the certificate again, and
optionally delete the entry from the index.txt file and serial file). Your file should now
look very similar in nature to the ca.crt file.

When you do delete the header information, and then, if necessary, change the extension
from .pem to .crt, you can then double click on the file you should see the following
noting that your information may be slightly different:
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Certificate EH

General | Detailsl Certifizatian F'athl

Certificate Information

Windows doez not have enough information to verify
thiz certificate.

Izzued to: v visualzsl com

Issued by: v trizen. com

Yalid from 10/13/2001 to 1041342002

i Install Certificate. .. | |zzuer Statement |

You do have the option of installing the certificate into the Windows certificate database
of certificates to trust, but is not necessary at this time. If you check the other tabs, you
will notice all of the data you have entered for this signed certificate as well as
information about the issuer which is the CA. You will also notice that Windows cannot
find any information on this certificate. We will install the CA certificate in the next
section.

Installing the CA Certificate into the Windows Operating System

For any signed certificate, you must take out the header information and have only the
BEGIN CERTIFICATE and END CERTIFICATE information such as the information
presented in the Creating the CA Certificate section. Open up the ca.crt file in the
c:\CARoot\private directory by right mouse clicking on the file and then opening it up
with WordPad. Make sure it looks like a standard certificate with no header information
just ------ BEGIN CERTIFICATE----- and ------ END CERTIFICATE ---------- .

If the CA certificate conforms with Windows .crt formatting, then you can simply double
click on the certificate. When the dialog pops up, similar to the above screen shot, press
the Install Certificate... button:
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Certificate H
General I Details I Certifization F'athl

T - N
=¥ LCertificate Information

Thiz CA Root certificate iz not trusted. To enable

trust, install thiz certificate in the Trusted Root
Certification Authonties store.

lzsued to: v brizen.com

lzzued by: wwy trizen.com

VYalid from 10/20/2001 to 10/158/2011

|zzuen Statement |

OE. |

After pressing the Install Certificate... button you see the following dialog box:
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Certificate Import Wizard

Welcome to the Certificate Import
Wizard

Thiz wizard helpz you copy certificates, certificate rust lizts,
and certificate revocation lists from vour digk to a certificate

zhore.

& certificate, which iz izsued by a certification authorty, iz a
confirmation of pour identity and containz infarmation used
ko protect data or to establizh zecure network, connections.
A certificate store is the system area where certificates are

kept.

To continue, click Mest,

Just Press Next > to continue

Certificate Import Wizard

Certificate Store

< Back

Certifizate stores are system areasz where certificates are kept.

Select Certificate Store |

YWindows can autamatically :
" Automatically select t
{* Place all certificates ir

Certificate stare:;

Select the certificate store you want to use.

{:l Truzted Root Certification Authorities

[ Show physical stores

o]

Cancel |

< Back | Mest = |

Cancel |
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In the above dialog I have selected the “Place all certificates in the following store” and
then pressed the Browse... button. When the Select Certificate Store popped up, |
selected the “Trusted Root Certificate Authorities” store and pressed Ok. Press Next > to
continue. You should see the following dialog:

Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certifizate Impart
wizard.

'ou have specified the following zettings:

Certifizate Store Selected by User  Trusted Roaot Certificat
Content Certificate

¢ Back

Just Press Finish... to complete the process:

HRoot Certificate Store

& Do you want to ADD the following certificate ta the Root Stare?

Subject : zarembat@tizen. cam, wew trizen.com, Sofware Engineering, Trizen, Heathraw, FL, 115
lzzuer : Self lzzued

Time Yalidity : Saturday, October 20, 2001 through Tuesday, October 18, 2011

Serial Mumber : 00

Thurnbprint [zhal] : 45800002 903C5537 EEOTFE5RE F1654E40 6112F338

Thurnbprint [md5) : F4E340F5 46BBCARS FAOEFEFD D93678FS

Press Yes to continue and install the certificate. You have now installed the CA Root
certificate as a trusted Certificate Authority. The next step will be to install any public
certificates that have been signed by the CA Root certificate. You may notice something
different the next time you double click on the CA certificate (ca.crt):
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Certificate

General I Detailsl Certification F'athl

S

—:1 Certificate Information

Thiz certificate iz intended to:

+[Dligital Rightz -
*Smart Card Logon
+Licenzse Server Venfication

sf.ey Pack Licenzes

+Embedded ‘»indows Systermn Component erification
+EM Windaws Syztem Camponent erification LI

lzzued bo: v trizen.com

lzzued by: vy trizen.com

Walid from 10/20/2001 to 1041842011

i Inztall Certificate. . | |zaLier Statement |

In the above image, Windows now has some information to work with, unlike the first
time we double clicked on the CA Certificate. If you then click on the Certification Path
tab at the top you will see that Windows now says the certificate path is Ok as well.

At this point create and sign a certificate, and then double click on the .crt file of the
newly created signed certificate in the c:\CARoot\newcerts directory (you may have to
change the name to have a .crt extension and also remove the header information). If you
followed the directions in the Creating a New Public Certificate and Key Pair then
you already have a certificate that you can simply double click on (making sure you made
it compatible for windows). You should see the following dialog:
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Certificate Ed

General | Detailsl Certification F'athl

i

—:1 Certificate Information

This certificate is intended to:

«[igital Rightz -
+Smart Card Logon

+Licenze Server Verfication

st ey Pack Licenzes

+Embedded “Windows System Component VYerification
+1EM Windaws Syztern Campaonent Y erification ;I

lzsued to: v vizual32 70 com

lzsued by: vy trizen.com

Valid from 10/20/2000 to 10/20/2002

i Inztall Certificate. . | |zzLen Statement |

Notice that you have not installed this certificate. It is already trusted, because it’s root
certificate is trusted which is the CA Certificate that was installed earlier. If you click on
the Certification Path tab you will see the certificate chain:
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Certificate E

Generall Detail: Certification Path |

— Certifization path

Wiew Certifizate

Certificate status;
Thiz certificate iz Ok,

Notice that the Root certificate for this newly created and signed certificate is the
www.trizen.com (Common Name) certificate. If you click on this, then you can view the
CA certificate.
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Using Internet Explorer to Install the Certificate

An alternate way to install certificates is to use Internet Explorer which will allow you to
install .pem files (assuming they have been modified to conform to Windows parsing) or
any other files that conform to PEM or x509 structure.

Open up Internet Explorer and from the menu bar select Tools | Internet Options. When
you select the Content tab you should see the following:

Internet Options

Generall Securty  Content | I:l:nnnecticnnsl F'rl:ugramsl .ﬁ.dvancedl

— Content &dvizar

R atingz help wou contral the Intermet content that can be
@ wiewed o this cormputer.

i

Sethngs...

— Certificates
% |ze certificates to pozitively identify yourself, certification
@l authorities, and publishers.

LCertificates. .. | Publizhers... |

— Perzonal information
n  AutoComplete stores previous entries AutoComplete. .
and suggests matches far pou. =

b icrosoft Profile zsistant stores your by Profile. .
perzonal information. =

3

k. | Cancel | Amply |

When the above dialog appears (assuming you’re using Internet 5.0) click on the
Certificates... button. You should get the following dialog:
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Certificates EE

iptended puapos=:  [RAEGE - |

Other F'eu:uplel Intermediate Certification Authoriies  Trusted Root Certification Authorities I 1 I "I

lzgued To | lzzued By | Expiration ... | Friendly M ame | -
=) ABA ECOM Root CA  ABA.ECOM Raot CA 749/2009 DST [ABAECOM... —
Ed sutoridad Certificado... Autaridad Certificadora..  6/28/2009  Autoridad Certific. ..
=) sutoridad Certificado... Autaridad Certificadora..  6/29/2009  Autoridad Certific. ..
Baltimare EZ2 bp DST - Baltimore EZ by DST Frad2009 DST [Baltimore E...
Belgacom E-Trust Pri.. Belgacom E-Trust Prime.. 15212010 Belgacom E-Trost...
ECyw HET SecureM...  C&8w HET SecureMet .. 104162009  Cw HKT Secure. .
ECyw HET SecureM...  C&8wW HET SecureMet .. 104162009 Cw HET Secure. .
EICrw HET SecureM...  C8w HET SecureMet .. 10A1B/2010  Cw HET Secure. .
Ed o HET SecursM...  C8W HKT SecursMet .. 10/16/2009 Cw HKT Secure... ;I

Irnpart... | Ewpart... Hemowve Advanced...

Certifizate intended purpozes

=N
e |

Cloze

Certificate Chaining

From here you can see all of the Trusted Root Certificates (Certificate Authorities). If
one of these CA has signed a certificate that your computer is validating, the root will be
accepted. The root certificate is at the top of the chain for any signed certificates. This
goes hand in hand with certificate chaining, whereas there can be many Certificate
Authorities, each one positioning itself in the certificate chain. In this case Trizen is the
Root certificate and any certificates we sign will have a depth of 1 (starting at 0) where
position 0 is the signed certificate and position 1 is the Trizen Root. If you are
developing secure applications using Visual SSL or OpenSSL then you should review the
material on client verification and certificate depths.

Importing the CA Certificate

On the above dialog, press the Import... button. You should see the following dialog:

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.

35



Creating Your Own Certificate Authority

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

Thiz wizard helpz you copy certificates, certificate rust lizts,
and certificate revocation lists from vour digk to a certificate
share.

& certificate, which iz izsued by a certification authorty, iz a
confirmation of pour identity and containz infarmation used
ko protect data or to establizh zecure network, connections.
A certificate store is the system area where certificates are
kept.

To continue, click Mest,

Cancel

Just press the Next > button. You should see the next dialog:

Certificate Import Wizard

File to Import
Specify the file you want to import,

File name:
|| Browsze...

Mate: More than one certificate can be stared in a zingle file in the following formats;

Perzonal Infarmation Exchange- PECS #12 [ [PE=..F12]

Cryptographic bMessage Syntax Standard- PECS #7 Cerificates [[P7B]
ticrozoft Seralized Certificate Store [[55T]

< Back | Mewt > | Cancel
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Press the Browse... button and navigate to the signed certificate you wish to import i.e.
ca.crt in the private directory of the CARoot folder. You may have to view *.* file
types. Press the Next > button to continue.

Certificate Import Wizard |

Certificate Store
Certifizate stores are system areas where certificates are kept.

YWindows can automatically select a certificate store, or you can specify a location for

&+ Automatically select the certificate store bazed on the type of certificate

" Place all cetificates in the following store

[Lertificate store;

Browwse,.. |

< Back I et » I Cancel

You should just accept the setting in the above dialog and press the Next > button. You
should see the following dialog.
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Certificate Import Wizard

Completing the Certificate Import

Wizard

“'ou have successfully completed the Certificate [mport
wizard.

Y'ou have specified the following settings:

Certificate Store Selected  Autormatically determined by the
Content Certificate
File Mame C:ACAR oobyprivatehcacert ort

a | ©

Cancel |

At this point it is the same as if you had double clicked on a .crt file. Remember you
can’t double click on .pem files and get this dialog, you must either go through Internet
Explorer or change the name so that it has a .crt extension—making sure you have
removed all the header information and leaving only the ------- BEGIN CERTIFICATE --
--- and the -------- END CERTIFICATE ------- data.

< Back
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Using the OpenSSL Applications s_server.exe & s_client.exe

Undoubtedly you will want to test your certificates. OpenSSL provides you with a rich
set of applications that can be found in the c:\OpenSSL\openssi-0.9.6a\out32dll\release
directory. We have already discussed several of them in the above sections, but as a
developer you will want to use some of the other applications to test your own SSL
enabled applications. Remember that these utilities are all MS-DOS based and it is
recommended that you place a copy of command.com or cmd.exe (for NT) in the
c:\OpenSSL\openssl-0.9.6a\out32dll\release directory.

Running s_client.exe and s_server.exe

We can guarantee that you will use s_server.exe at some point during your SSL
development life cycle. This is a great utility that will test your client’s capabilities and
ensure that you are communicating properly. If your client can communicate with
s_server.exe then you can be pretty sure it will perform accurately and appropriately with
other SSL enabled servers including https://www.verisign.com and others.

Copy the server.pem and client.pem files from the C:\OpensSSL\openssl-0.9.6a\apps
directory to the C:\OpenSSL\openssl-0.9.6a\out32dll\release directory.

Double click on your command.com or cmd.exe file in the release directory. When the
command window pops up, type the following at the command prompt:

C:\OpenSSL\openssl-0.9.6a\out32dll\release>s_server —accept 4433

Y% 5_SERVER

g2 ]-0,0, 6ah0L d1Treleasexs_servar -accept 4433
"dnto ra te - done

The s_server.exe application is now ready to accept clients. At this point, stop the server
by pressing Ctrl+C twice to exit the application. Type in the following at the command
prompt and press enter:

C:\OpenSSL\openssl-0.9.6a\out32dll\release>s_server -help

This will bring up all of the options that can be utilized with the s_server.exe application.
If you use none of the options the server will accept on port 4433 using server.pem as the
certificate which will also contain the private key. Note that you can place the private key
into the same file as the public certificate when using OpenSSL.
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If you haven’t already stopped the execution of the s_server.exe application, just press
Ctrl and the letter C twice while still holding the Control key. At this point copy the
ca.key and the ca.crt file to this release directory (from CARoot\private). Then at the
command prompt type the following:

C:\OpenSSL\openssl-0.9.6a\out32dll\release>s_server —cert ca.crt —key ca.key
This will start the s_server application with the CA Public Certificate and CA Private
Key files that were created earlier. If it asks for the PEM password, just type in the
password that you made when you created the CA Key file.
At this point, let the s_server.exe continue to run and double click on the
command.com or cmd.exe (for NT) file to bring up a new MS-DOS prompt. At the DOS
prompt type the following:

C:\OpenSSL\openssl-0.9.6a\out32dll\release>s_client—cert ca.crt —key ca.key
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You should see the following:
Y& 5_CLIENT

iTLEMhE4 wijd 2D 1 ZNTL
] i 0 -]

EWEN
EEEA

m
thrm

Mo client certificate Ca names sent
shake has read 1750 bytes and written 256 bytes

1% EDH-RSA-DES-CEC

ASEFZFQALTFDZELD

AOFFIZEBLBOF1d 94 A0

If you did not see this make sure you have placed the ca.crt and ca.key file into the same
directory as the s_client.exe application (c:\OpenSSL\openssl-0.9.6a\out32dll\release).
Also, you may want to add the switch —connect 127.0.0.1:4433 which represents the host
IP and Port number of the s_server.exe application.
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Notice the last line: Verify return code: 18 (self signed certificate). Which makes sense,
the s_client.exe application will automatically attempt to verify the server’s certificate,
which in the case of the s_server.exe application we are using the CA certificate which
was self signed! At this point shutdown your s_client.exe application and then the
s_server.exe application.

Copy the signed certificate signedcert.crt created earlier or 01.pem file (or whatever it is
named in the C:\CARoot directory) to the C:\OpenSSL\openssi-0.9.6a\out32dll\release
directory. Copy the cert.key which was used to create the request certificate, then later
signed —this is the public key pair (actually there are three, a publicly signed certificate,
a request certificate and a key file). Type in the following into one of the MD-DOS
window command prompts:

C:\OpenSSL\openssl-0.9.6a\out32dll\release>s_server —cert signedcert.crt —key
cert.key

Your server should be up and running. At another MS-DOS prompt (open another
window if necessary) type in the following:

C:\OpenSSL\openssl-0.9.6a\out32dll\release>s_client —cert signedcert.crt —key
cert.key

If all has gone well then you should get another verification error? At least you’re not
getting the self signed certificate error “18” but is error “21” any better? This error
represents the problem of not being able to validate a server’s certificate using a Trusted
Certificate Store (such as that created when installing certificates in Windows above).

TL=

SHA
54 05F33949F 1 96C4EL DG G604 58B024 54 6FE8B4 CE5FE

DEDO4 39F9CFEET41FE413F31B51AGES S A4 AGQSELRFG

=
Time:
LT .

This has everything to do with the client’s verification process. Basically we need to
inform the s_client.exe application that it should look in a file for those certificates that it
should trust! This is accomplished by using the —CAFile switch. Stop running the
s_client.exe application but keep the s_server application running.
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Creating a CAFile

A CAFile is very easy to create and consists of nothing more than a bunch of public
certificates appended to each other. To create a CAFile, from windows right mouse click
on the Start button. Select the Explore pop up menu item. When the explorer window
pops up navigate to c.:\OpenSSL\openssl-0.9.6a\out32dll\release. In the right hand pane,
right mouse click in the area where the release files are located, selecting New | Text
Document. It should now appear in the right pane awaiting for you to give it a name.

Rename the file root.pem. Your directory should look like the following:

EN C:A0penSSLiopenssl-0.9.6a\out32diNRelease

J File Edit ‘fiew Fawvorites Toolz Help |
= @ | & 3 By mE x =
Back Fanyarnd p Search | Folders  History | Move To Copy To  Delete
| Address |1 C:\DpenS5Liapenss-0.9 Gaout32dINFrelease ~| @Go
Folders » || Mame | Size | Type ﬂ
C| msdownld.tmp N Fs_client.exe 28KE  Applic.
{:l MSSOLT s _serverexe I2KB  Applic.
{:l My Documents E z_time. exe Z0KB  Applic.
{:I by Download Files [ sess_idewe 16KE  Applic.
CI My Music E zhaltest exe 16KE  Applic.
Etl OpenSsL [ shatest exe 1EKE  applic.
ED openzs-0.9.6a [ zmirne. exe 28KE  Applic.
D apps [ speed exe I2KE  Applic.
% bugs [ spkac.exe 20KE  Applic.
D l:ertst E zzltest exe 28KB  Applic.
-
: chvpio E verify. exe 16KE  Applic.
-2 demos — . .
: E VETSION, ERE 16 KE  Applic.
l:l doc '
w0 inek2 = #509 exe 36KB  Appiic
D b acs E libeap3z dil BEE KB Applic.
Mz E S5Leay3z di 148 KB Applic.
D b 2 E libeap32 exp 243KE EXPF
=07 out3zdl E S5LeaydZ exp 29KE EXPF
.7 Debug 7] cakey KB KEYF
L4 Release libeay32.lib JEEB KB LIB Fil
- perl 55Leay3Z lib 44 KB LIB Fil
-] rsaref [ comMManD.comM 1ERE  MS-DC
-] =hiib ca.crt 2KB  Secun
-0 sl cert.crt 2KB Secuwi
(0 test cert key JKE KEYF
EH:I times g[l:ll:lt.FIEEFI'I OKB PEMF_
0 tmp32di - -
a| - |_»|_I <] Type: PEM File 3
|T_I,I|:|e: FEM File Size: 0 bytez |E TR U b‘l'ltesl | ky Computer i
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Double click the new root.pem file to open up the text editor. You should have a blank
file. Next, right mouse click on the signedcert.crt file and select Open With and either
select WordPad if its available or select Choose Program and use the WordPad program.
When WordPad opens up, select all the text (Edit | Select All) in the signedcert.crt file
and then copy the selection to the clipboard (Edit | Copy):

=] B3

File | Edit “iew Insert Fommat Help

g i [Etrl+2 E | El ) | EI

Cut Chrl+
Chrl+C

Paste Clrl+f

Fazte Special..

Clear Del

Select Al Chrl+&,

bl

Find... Chrl+F
Firnd [ et 3
Replace... Ctrl+H

[
=

=
e

Links...
[Ejech Froperties Al+ERter

=N

=
e

-
Copies the zelection and puts it an the Clipboard L

Now go to the other WordPad application which represents the blank root.pem file and
paste this data into that file then save the file and exit. You have successfully created a
CAFile. If you have not already closed the s_client.exe application do so now, then at the
command prompt type the following:

C:\OpenSSL\openssl-0.9.6a\out32dll\release>s_client —cert signedcert.crt —key
cert.key —CAFile root.pem

If all goes well, you should see the same error! “Unable to verify the first certificate” is
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not what you would probably expect, but we have only copied the signed certificate, we
still have to copy the CA certificate (ca.crt). Shutdown the s_client.exe application and
copy the ca.crt certificate data to the bottom of the root.pem file using the same method
as above. The root.pem file should now look something similar to the following:

MIIExzCCA6+gAwIBAgIBBzANRgkghkiGI9wOBAQQFADCBMDELMAKGAIUEBhMCVVMx
CzAJBgNVBAgTAkZMMREWDWYDVQQHEWhIZWF0aHJvdzEPMAOGALUEChMGVHIpemVu
MRwwGgYDVQQOLEXNTb2Z3YXJ1IEVUZ21uZWVyaWSnMRcwFQYDVQQODEwW53d3cudHdp
emVuLmNvbTEhMB8GCSgGSIb3DQEJARY SemFyZW1iYUBOcml 6ZW4uY2 9tMB4XDTAX
MTAyMDE4MTkOM1oXDTAYMTAYyMDE4AMTkOM1owgYwxCzAJBgNVBAYTALIVTMQOswCQYD
VOQIEWJGTDERMASGALUEBXMITGOUZ3dvb2QxDDAKBgNVBAOTAIRTSTEMMAOGALUE
CxMDRUSHMRwwGgYDVQQDExN3d3d3LnZpc3VhbDMyNzAuY29tMSMwIQYJKoZIhveN
AQkBFhRyZWxhdGlvbnNAdHIpemVuLmNvbTCCASIwDQYJKoZIhvecNAQEBBQADggEP
ADCCAQoCggEBAMduDyCEUL3XYJjgECE1Ig4NU3ISMdAOAT519dzgiZQ+gdkshd3x27
3WeCq+esdeBs3dYYOEPfpxkBuEIEtudcmImB4CV+LIVot4Tw5kGIitFC3yjDLtqv
5q/PcT/vKE5Jb2DA+iw7K10wwO7tXCTKBSStP2esMcTRWP20iuwwt 5hDAGrG1lh8v
UZMQdxM93nFAhf5RkrYclplEF770M60eUlOFS8RUMGUjpOVWbSvoUOCzZMThIO5FV6Z
Alp9SA9AdPGLz3TuBcDAftXGi9kUY7VZis4yIKUhS5U6VMrKSfpNhsmgeDu8l8XVt
e1QgAGOB/0oFQ1v0ODH3WJAAAOHKe02I71F1ysCAWEAAaOCASQwggEgMAKGA1UdEWQC
MAAWLAYJYIZIAYb4QgENBB8WHUIWZWS5TUOWgR2VUZXJhdGVkKkIENIcnRpZml jYXR1
MBOGA1UdDgQWBBR1gnayQK4E8kcupDrR6D8wiyssMzCBxQYDVROIBIGOMIG6GBRz
ZbnU2CJjF4Zjsk4ck9Dpm2h55+6GBngSBmzCBmDELMAKGA1UEBhMCVVMxCzAJBgNV
BAgTAkKZMMREWDWYDVQQHEWhIZWF0aHJvdzEPMAOGA1UEChMGVHIpemVuMRwwGgYD
VQOLEXNTb2Z3YXJ1IEVUZ21uZWVyaW5nMRcwEFQYDVQQODEwW53d3cudHIpemVuLmNyv
bTEhMB8GCSGGSIb3DQEJARY SemFyZW1iYUBOcml 6ZW4uY29tggEAMAOGCSGGSIb3
DQEBBAUAA4IBAQAh+/rhOAUEhOgw6ejX2+N/0vxX//bBoRIfqsTydp7ImI9lrszl
cx8yXMSX+jP6sdt34taGIVg7uJAaYL+QVXiOV970csEY196rYToc9QazM6iYEQYd
TKxohGtx59s9ehEQa+RImWqVB/ 7QVE/pjXXfazYNWOWZyxTcJI8HzgsLDJIYPgOkx5
Zt4/6P4iudnVXzdYoqil ZHQBJIB1X5Wcf8eDjHkgIJdWRYEC8yoNHaToMGBPaO+N1Nc
KbgY1uRs+BYfK8QbjmDy7j fzxI2MebDQK6tt5A0LOJ/DIGydsRCP35bPxXubhqO+7
E3u5HMHGL015Sgq0Uh4KOHRNM1NceXY5bopNZ

MITEpjCCA46gAwWIBAgIBADANBgkghkiGO9wWOBAQQFADCBMDELMAKGALUEBhMCVVMx
CzAJBgNVBAGTAKZMMREWDWYDVQQOHEWhIZWFO0aHJvdzEPMAOGALUEChMGVHIpemVu
MRwwGgYDVQQLExXNTDb2Z3YXJ1IEVUZ21uZWVyaWSnMRcwFQYDVQODEwWS53d3cudHIp
emVuLmNvbTEhMB8GCSgGSIb3DQEJARY SemFyZW1iYUBOcml 6ZW4uY29tMB4XDTAX
MTAyMDE1NDkxM1oXDTEXMTAXODE1NDkxM1lowgZgxCzAJBgNVBAYTAIVTMQOswCQYD
VOQIEWJGTDERMA8GALIUEBxXMISGVhdGhyb3cxDzANBgNVBAOTB1RyaXplbjEcMBoOG
A1UECXMTU29md2FyZSBFbmdpbmV1cmluzzEXMBUGA1UEAXMOd3d3LnRyaXplbis]j
p20xITAfBgkghkiGI9wOBCOEWEnphcmVtYmFAdHIpemVuLmNvbTCCASIwDQYJKoZ I
hvcNAQEBBQADggEPADCCAQoCggEBALPCYypLOBuwS3sRHHKUNKS57iu6tibDcIKZZ
mYCal7Sww8Jd0gdLYGAFxJ510PwJZVXILUbbAiUCW2jQFPjg856HaxZ6s6smwiWTZ
TpiILEmbE46eKoTLkUybL3pwg43DulU6Zoizon+zNT1jwSoFGs1MMs3JdYhkuoGe8
kCF2KxRMxyY+0+RmdjSx158zG0S5yssSn2bb0jCeZzccRzQienVvZYbVahW3wrA8
j/0QubRhROD1§yDJRUDNZ+DvhhLxPObdM11eUg9QQt1l/ftYttL+RcgdORDB1GGVS
ELu79ukA/2UFh7Q0ZaBXZdje+uo2kITb97FKtjSMOrDOn/35GQECAWEAAaOB+DCB
9TAdBgNVHQ4EFgQUc2W51NgoxeGY7JOHIPQ6ZtoeY/swgcUGAIUdIwSBVTCBuoAU
c2W51NgoxeGY7JOHIPQ6ZtoeY/uhgZ6kgZswgZgxCzAJBgNVBAYTAL1VTMOSwCQYD
VQQIEWJGTDERMA8GALIUEBXMISGVhdGhyb3cxDzANBgNVBAOTB1RyaXplbjEcCMBOG
A1UECXMTU29md2FyZSBFbmdpbmV1cmluZzEXMBUGA1UEAXMOd3d3LnRyaXplbi5
pb20xITAfBgkghkiGI9wOBCOEWEnphcmVtYmFAdHIpemVuLmNvbYIBADAMBgNVHRME
BTADAQH/MAOGCSGSIb3DQEBBAUAAAIBAQAX41RVAOQ+71ugqo205Tym4 /BO6NSR2
zaeAoOONnT8Sd+QHLNXpdC/Wz53tFgplKvkxOhwi+/wF082arpYMFaC63vSEx19v/
JMTiTiLcc0yC8z4XXVmgTr4CDRXurpTb4Zk6byeTxOn2pxXWFeOSEB/qIFHg+WDe
60X1zsMZ2Y060+cP7QAfsEnNWS5HI £8NOS6+KM6gbkiWSgYpkZz5BeSidIDOi1RSaEF
R4Yuox83E5RzcJ6xN0JzSD5AxvkRenhMLg7p59n/08/JoASRg6ihovhs+UEX] 672
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v+DdhwRUE/nLv5qt52jwlUj+zqlWcinryb4QIErNaoPglr2SyCkM1A4U

At this point you can go to the MS-DOS prompt where you stopped the s_client.exe
application and press the up-arrow until you see the previous command. If this does not
work just type in the previous command and press enter. You should see the following:
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Start Time: 1
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Notice “Verify return code: 0 (ok)” response for the client verification! This is what we
wanted from the beginning. So did we need the cert.crt certificate in the root.pem? The

answer is no, as long as you have the top level certificate installed in the CAFile
(root.pem) the client will return “ok.”

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.

47



OpenSSL Utilities

OpenSSL Utilities

S SERVER

s_server is a great tool for testing your SSL client applications; however, it only handles
one request at a time, so if you’re interested in testing your applications against an SSL
server then purchase Visual SSL for ActiveX, Delphi, or C++Builder which has a multi-
threaded blocking server and an Asynchronous non-blocking server and source code to
match. The following selected “switches” are available for use within s_server. An
example follows each switch.

-accept [port]
The TCP port the server should “listen” on. The default is 4433. The next line
will start a server listening on port 3000.
s_server —accept 3000

-cert [certname]
This is the public certificate to use and can be a physical path to the certificate.
Note that if you use a DSS cipher suite then you must use a DSS certificate as
well as the matching private key file (see GENDSA). If a certificate is not
specified then the server will attempt to load server.pem in the local directory. If
the public and private key do not match the server will exit. Developers should
note that if a DSS certificate is specified then only DSS clients will be accepted
and is the same for RSA certificates and RSA clients.
s_server —accept 3000 —cert c:\CARoot\private\ca.crt

-key [keyfile]
This is the private key file to use and can be a physical path to the certificate. If
no key file is presented then the server will attempt to load the key from the
certificate file (key file data and certificate data can exist in the same file). If no
key data can be found the server will attempt to load “server.pem.” Developers
should provide their own public and key files as described above. Servers must
have a public and private key file and it is preferred to encrypt the key file as
described earlier. Notice you can use complete paths or relative paths.
s_server —key c.\CARoot\private\ca.key —cert c.\CARoot\private\ca.crt

-no_tmp_rsa
Some export (EXP) cipher suites generate a temporary RSA key. By setting this
option no temporary RSA key will be created. Consequently, a client that only
supports EXP type cipher suites may fail the handshake and not be able to
connect. Developers, when using client connections should try to connect first
with a US domestic cipher.
s_server —no_tmp_rsa —accept 3000 —cert ca.crt —key ca.key
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-verify [depth], -Verify [depth]

As discussed earlier, a client’s certificate can be requested by the server for
verification. By using the —verify [value] the client’s certificate is requested with
a certificate chain depth specified by [value] but will not shutdown if the client
doesn’t present a certificate. The —Verify [depth] switch is the same as the
lowercase version but will shutdown the connection if the certificate is not
presented for verification. As mentioned earlier, the certificate chain represents
the number of Certificate Authorities that have “signed” the certificate and then
the actual issued certificate. By setting the [depth] integer value, developers can
set the maximum number of CA’s that are in the chain including the issued
certificate. Most certificate chains will have 1 or 2 CA’s.

s_server —Verify 1 —cert ca.pem —key key.pem —accept 2000

-CApath [directory]

This switch represents a directory where the acceptable certificates are kept,
usually within a CA directory structure. The important thing to note is this
directory must have the perl script utility ¢_rehash (in tools directory of
OpenSSL) run regularly on the certificates in the directory. It is easier for
Windows developers to utilize the —CAFile [file] switch.

s_server —Verify 1 —CAPath c:\CARoot\certs

-CAfile [file]

-state

-debug

-nbio

This switch points to the file that contains a list of all acceptable certificates and
acceptable Certificate Authorities. See earlier discussion on client verification on
how to create this file.

s_server —CAFile c:\CARoot\root.pem

This option will display each SSL protocol step in the handshake upon the
acceptance of a client connection.
s_server —state —accept 4433 —cert ca.crt —key ca.key

selecting this option/switch will produce an exorbitant amount of information on
the client connection including a hex dump. This option is best if analyzing the
entire protocol from start to finish and is best used with NT’s cmd.exe DOS
prompt.

s_server —debug —accept 4433 —no_tmp_rsa

This switch turns on non-blocking connections which don’t block execution until
a read/write is performed. Non-blocking connections are usually associated with
asynchronous event notification and are used primarily for non serialized
connections such as a chat program. Non-blocking connections continuously call
Accept until the client connection is accepted.

s_server —accept 4000 —nbio
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-quiet

This is basically the opposite of any “debug” switches turning all reporting of the
client connections off.
s_server —accept 3000 —quiet

-ssl2, -ssl3, -tls1, -no_ssl2, -no_ssl3, -no_tls1

-bugs

These switches disable or enable the use of certain SSL or TLS protocols. For
example, the —ssI3 switch will force only SSL version 3 connections. SSL
version 3 is probably the most widespread with respect to new technologies and
should be used most of the time. The TLSv1 is basically the same as SSL version
3 and is gaining acceptance rapidly.

s_server —accept 3000 —ssl3

This switch will enable workarounds for known SSL or TLS bugs.
s_server —bugs

-cipher [cipherlist]

~-WWw

This option will set the server’s acceptable ciphers. If not specified, the server
will default to accepting any of the available ciphers in the OpenSSL library;
however, you may want to test a server or client’s ability or inability to find a
“shared cipher.” If utilized, upon the client’s initial connection the first matching
pair between the client and server (using the client’s list) will be selected. If the
server does not support any of the client’s preferred ciphers, the connection will
be closed with “no shared ciphers.” Acceptable ciphers should be “colon”
delimited.

s_server —accept 443 —cipher EXP-RC4-MD5:RC4-MD5

Use this option to check a web browser’s connection to the server. The server
will return the connection information back to the web browser in HTML format.
After starting the server using an RSA certificate, developers can enter
https://127.0.0.1:4433 into the browser to see the connection information returned
from the server assuming the server and the web browser are on the same
machine.

s_server —accept 4433 —-www
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This switch will emulate a web server and return the request page if it exists in the
server’s executable directory. For instance if http://127.0.0.1:4433/page.html is
requested, then page.html will be returned if it exists in the server’s executable
directory. Developers should make sure that the file first exists before making
this test.

-rand [file(s)]
This switch specifies the location of a file that has random data within it or
multiple files that can be used to seed the random number generator. If multiple
files are specified then Windows users must use a ““;” semicolon delimiter. It has
been reported that hacking can be achieved by generating the same random
number and it is recommended to use something such as a bit map file.

s_server —accept 443 —cert cert.pem —key key.pem —rand .rnd
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s_server runtime commands
These commands can be entered into your server during its execution:

ey | Description

By entering a single ‘q’ this will end the current SSL connection.

Enter this to close the current connection and exit the server.

This will renegotiate the SSL client connection.

This will renegotiate the SSL client connection and request the client’s certificate.

il el ells

send some plain text down the underlying TCP connection: this should cause the
client to disconnect due to a protocol violation.

wn

print out some session cache status information

S CLIENT

s_client is a great utility for testing your SSL servers and has a number of options that
will make debugging your applications a little easier. The following selected switches
will help you make your applications SSL compliant:

-connect [host:port]
This switch is used to connect to the specified host. If no host is specified then

the client will default to 127.0.0.1 port 4433.
s_client —connect 127.0.0.1:4433 —cert ca.crt —key ca.key

-cert [cert file]
This will specify the public certificate to use during an SSL handshake. This is
only needed if the server requests a client’s certificate. It should be noted that
most http servers do not request a certificate and as such the default for s_client is
no certificate.
s_client —connect 127.0.0.1:4433 —cert cert.pem —key cert.key

-key [keyfile]
Like the s_server —key switch, this switch will load the private key file. If no key
file is used the client application will attempt to use the public certificate. If the
public certificate does not contain any private key information then client will not
use a certificate.
s_client —connect 127.0.0.1:4433 —cert ca.crt —key ca.key

-verify [depth]
This specified the server’s certificate chain depth to use and turns on the server
certificate verification process. The [depth] specifies the maximum number of
CA’s that can be present in the server’s certificate chain, which will usually be 1
or 2. Even if a server’s certificate fails the verification process, the connection is
still made. In order to verify the certificate completely developers must also use
the CAFile switch to load the CA’s that are trusted and the associated certificates
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to trust in order to get a complete Ok from the verification process as discussed
earlier.
s_client —connect 127.0.0.1:3000 —verify 2 —cert c:\CARoot\cert.pem

-CApath [directory]
This switch represents a directory where the acceptable server certificates are
kept, usually within a CA directory structure. The important thing to note is this
directory must have the perl script utility ¢_rehash (in tools directory of
OpenSSL) run regularly on the certificates in the directory. It is easier for
Windows developers to utilize the —CAFile [file] switch.
s_client —verify 2 —CAPath c:\CARoot\certs.

-CAfile [file]
This switch points to the file that contains a list of all the acceptable server
certificates and acceptable Certificate Authorities. See earlier discussion on client
verification on how to create this file.
s_client —CAFile c:\CARoot\root.pem

-reconnect
This switch will connect to the server 5 consecutive times and is useful for minor
stress testing and session cache testing.
s_client —reconnect —connect 127.0.0.1:443

-showcerts
This will display the complete server certificate chain. Normal connection will
only show the server’s certificate information.
s_client —connect 127.0.0.1:3000 —showcerts

-state
This option will display each SSL protocol step in the handshake upon the
acceptance of a client connection.
s_client —state —connect 127.0.0.1:4433 —cert ca.crt —key ca.key

-debug
Selecting this option/switch will produce an exorbitant amount of information on
the server connection including a hex dump. This option is best if analyzing the
entire protocol from start to finish and is best used with NT’s cmd.exe DOS
prompt.
s_client —debug —connect 127.0.0.1:4433

-nbio
This switch turns on the non-blocking connection type, which doesn’t block
execution while waiting for a read/write. Non blocking connections are usually
associated with asynchronous event notification and are used primarily for non
serialized connections such as a chat program. Non-blocking connections
continuously call Accept until the client connection is accepted.
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-quiet

s_client —connect 127.0.0.1:4000 —nbio

This is basically the opposite of any “debug” switches turning all reporting of the
client connections off.

s_client —connect 127.0.0.1:3000 —quiet

-ssl2, -ssl3, -tls1, -no_ssl2, -no_ssl3, -no_tls1

-bugs

These switches disable or enable the use of certain SSL or TLS protocols. For
example, the —ssl3 switch will force only SSL version 3 connections. SSL
version 3 is probably the most widespread with respect to new technologies and
should be used most of the time. The TLSv1 is basically the same as SSL version
3 and is gaining acceptance rapidly.

s_client —accept 3000 —ssi3

This switch will enable workarounds for known SSL or TLS bugs.
s_client —bugs

-cipher [cipherlist]

This option will set the client’s preferred ciphers in order of preference. If not
specified, the client will default to presenting any of the available ciphers in the
OpenSSL library; however, you may want to test a server or client’s ability or
inability to find a “shared cipher.” If utilized, upon the client’s initial connection
the first matching pair between the client and server (using the client’s list) will be
selected. If the server does not support any of the client’s preferred ciphers, the
connection will be closed with “no shared ciphers.” Acceptable ciphers should be
“colon” delimited.

s_client —connect 127.0.0.1:443 —cipher EXP-RC4-MD5:RC4-MD5

-rand [file(s)]

This switch specifies the location of a file that has random data within it or
multiple files that can be used to seed the random number generator. If multiple
files are specified then Windows users must use a “;”” semicolon delimiter. It has
been reported that hacking an encrypted session can be achieved by generating the
same random number and it is recommended to use something such as a bit map
file.

s_client —connect 127.0.0.1:443 —cert cert.pem —key key.pem —rand .rnd
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ASN1PARSE
The ASN1Parse utility will take either a PEM (Privacy Enhanced Mail RFC1422)
or DER (Distinguished Encoding Rules) public certificate and parse the certificate
information, displaying the information. The PEM format consists of the DER
base64 encoding while the standard DER format is compatible with RFC2459;
both of which are based on the ASN.1 (Abstract Syntax Notation 1) and include
X.509 information as well. There are several options that can be used but the
most useful are as follows:

-in [certificate]
This options specifies the certificate file. The default certificate format is PEM
and as such the —inform and —in file must match.

-inform [PEM | DER]
This option sets the type of file that will be parsed.

asnlparse —in ca.pem —inform PEM

DSAPARAM
This utility is useful for generating DSA parameter files. DSA, as opposed to
RSA, utilizes the Digital Signature Algorithm now known as the Digital Signature
Standard (DSS) and can only use SHA-1 whereas RSA can utilize SHA-1 and
MDS5 digest algorithms. It is really only important to know that a DSA/DSS
client cannot communicate with an RSA server. There is really only one reason
to use this utility and it is to create the DSA parameter file, which can then be
used to create a DSA key pair.

-out [file]
This specifies the out file that will have the DSA parameters. The out file will
default to a PEM format unless DER is specified in the —outform.

-outform [PEM | DER]
This switch specifies the type of out file to create.

[number]
This is not a switch but a parameter and represents the number of bits to use when
generating the parameters. This must be the last parameter in the command.

-rand [file(s)]
This switch specifies the location of a file that has random data within it or
multiple files that can be used to seed the random number generator. If multiple

files are specified then Windows users must use a “;”” semicolon delimiter. It has
been reported that hacking an encrypted session can be achieved by generating the
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same random number and it is recommended to use something such as a bit map
file or a privately used file that has random data.

dsaparam —outform PEM —out dsaparams.pem —rand .rnd 512

GENDSA
This utility will generate a DSA (Digital Signature Algorithm) key from a DH
parameters file that has been created using the DSAPARAM utility.

-out [file]
This specifies the out file name of the DSA generated private key file.

-des, -des3, -idea

This switches/options represent the encryption format for the key. To encrypt the
key select one of the above algorithms or leave the key file unencrypted. This
will prompt the user for a password.

-rand [file(s)]

This switch specifies the location of a file that has random data within it or
multiple files that can be used to seed the random number generator. If multiple
files are specified then Windows users must use a ““;” semicolon delimiter. It has
been reported that hacking an encrypted session can be achieved by generating the
same random number and it is recommended to use something such as a bit map

file or a privately used file that has random data.

dsaparam-file

A command line parameter rather than a switch, this selects the DSA parameters
file to use when generating the DSA key. The DSA parameters file be created
using the DSAPARAM utility.

gendsa —out dsa.key —des3 —rand c:\private\.rnd dsaparam.pem

RAND
This utility will generate a random byte file for use with the —rand switch in most
of the OpenSSL applications. Many times it is just as good to use a file such as a
picture, or word document to seed the random number generator during the
openssl commands; however, for simplicity it may be easier to always use the
same random bytes file.

-out [file]

This sets the file to create which will have the random bytes. In the OpenSSL
documentation and for Certificate Authority management, this file typically
consists of only the extension .rnd.

-rand [file(s)]
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This switch specifies the location of a file that has random data within it or
multiple files that can be used to seed the random number generator. If multiple
files are specified then Windows users must use a “;” semicolon delimiter. It has
been reported that hacking an encrypted session can be achieved by generating the
same random number and it is recommended to use something such as a bit map
file or a privately used file that has random data.

[num]

This parameter, rather than a switch, sets the number of random bytes to create
and place into the file. It is recommended to have this file at least 1K or 1024

bytes.

C:\>rand —out .rnd 1024
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For Help, press F1

Windows developers should note that usually the only way to open a .rnd file is to
edit the file from within a DOS prompt by using the edit .rnd command.

VERIFY
This utility will verify the presented certificate similar to the certificate
verification process that occurs during the SSL handshake where a client and
server both verify each other if requested. Developers can use this utility to
extract the code from the verification process as outlined below:

-CAFile [file]
This parameter is the CAFile to use when building the certificate chain. The
chain built up by starting with the selected certificate and ending with the
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CARoot. A certificate is self signed if the certificate and certificate root are the
same. If a match between the certificate and the CAFile is found, then the
certificate if verified ok.

[certificatel certificate2 .. certificateN]
This specifies the certificates to validate/verify.

C:\>OpenSSL verify —CAfile c:\CARoot\root.pem c:\CARoot\newcert.crt

e C:NOpenSSlwopenssl-0. 9. 6awut32dI\Release\cmd.exe

C:“CARoot>0penSSL verify —CAfile certs“root.pem newcert.crt
newcert _crt: 0K

C:~CARoot >

Notice that the return value was OK. This means the certificate returned a verify
result of zero (0). If you have followed the examples for creating a certificate and
adding your CA root certificate to the root.pem file specified above then you
should have similar results. Another possible result could be the following:

e+ | C:\OpenSSLopenssl-0. 2. 6avwout32dI\Releaselcmd. exe

C:~CARoot >0pensSSL verify —CAfile certs“root.pem cert.crt

cert_crt: AC=US5-/5T=FL-sL=Longuood-0=IS81-0U=Engineering-CH=http:- - uuu._viswal3278._c
om-Email=zarembaltrizen.com

error 18 at @ depth lookup:self signed certificate

0K

C:~CARoot>_

In this example, we have selected to verify a certificate that was generated from a
key whose public certificate is NOT in the root.pem file and has not been signed.
This error is typical of “dummy” certificates, created but not signed. Other errors
may be a certificate that has been signed, but the issuer is not in the root.pem
CAfile specification.

The following represents the possible errors, defined by the OpenSSL API, that
can be received during the verification process and in fact can be seen in the
Visual SSL event OnVerifyError:
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Code | Defined Long Description

0 X509 _V_OK The operation was successful.

2 X509 V_ERR UNABLE TO GET ISSUER CERT The issuer certificate could not
be found: this occurs if the
issuer certificate of an
untrusted certificate cannot be
found.

3 X509 V_ERR UNABLE TO GET CRL The CRL of a certificate could
not be found. Unused.

4 X509 V_ERR UNABLE TO DECRYPT CERT SIGNATURE the certificate signature could
not be decrypted. This means
that the actual signature value
could not be determined rather
than it not matching the
expected value, this is only
meaningful for RSA keys.

5 X509 V_ERR _UNABLE TO DECRYPT CRL SIGNATURE The CRL signature could not be
decrypted: this means that the
actual signature value
could not be determined rather
than it not matching the
expected value. Unused.

6 X509 V_ERR UNABLE TO DECODE ISSUER PUBLIC KEY | The public key in the
certificate SubjectPublicKeyInfo
could not be read.

7 X509 V_ERR CERT SIGNATURE FAILURE The signature of the certificate
is invalid.

8 X509 V_ERR CRL SIGNATURE FAILURE The signature of the certificate
is invalid. Unused.

9 X509 V_ERR CERT NOT YET VALID The certificate is not yet
valid: the notBefore date is
after the current time.

10 X509 V_ERR CRL NOT YET VALID The CRL is not yet valid.
Unused.

11 X509 V_ERR CERT HAS EXPIRED The certificate has expired:
that is the notAfter date is
before the current time.

12 X509 V _ERR CRL HAS EXPIRED The CRL has expired. Unused.

13 X509 V_ERR ERROR IN CERT NOT BEFORE FIELD the certificate notBefore field
contains an invalid time.

14 X509 V_ERR_ERROR IN CERT NOT AFTER FIELD the certificate notAfter field
contains an invalid time.

15 X509 V_ERR ERROR IN CRL LAST UPDATE FIELD the CRL lastUpdate field
contains an invalid time.
Unused.

16 X509 V_ERR_ERROR IN CRL NEXT UPDATE FIELD the CRL nextUpdate field
contains an invalid time.
Unused.

17 X509 V_ERR OUT OF MEM an error occurred trying to
allocate memory. This should
never happen.

18 X509 V_ERR DEPTH ZERO SELF SIGNED CERT the passed certificate is self
signed and the same certificate
cannot be found in the list of
trusted certificates.

19 X509 V ERR SELF SIGNED CERT IN CHAIN the certificate chain could be
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built up using the untrusted
certificates but the root could
not be found locally.

20

X509 V_ERR UNABLE TO GET ISSUER CERT LOCALLY

the issuer certificate of a
locally looked up certificate
could not be found. This
normally means the list of
trusted certificates is not
complete.

21

X509 V_ERR _UNABLE TO VERIFY LEAF SIGNATURE

no signatures could be verified
because the chain contains only
one certificate and it is not
self signed.

22

X509 V_ERR_CERT CHAIN TOO LONG

the certificate chain length is
greater than the supplied
maximum depth. Unused.

23

X509 V_ERR CERT REVOKED

the certificate has been
revoked. Unused.

24

X509 V_ERR_INVALID CA

a CA certificate is invalid.
Either it is not a CA or its
extensions are not consistent
with the supplied purpose.

25

X509 V_ERR_PATH LENGTH EXCEEDED

the basicConstraints pathlength
parameter has been exceeded.

26

X509 V _ERR INVALID PURPOSE

the supplied certificate cannot
be used for the specified
purpose.

27

X509 V_ERR_CERT UNTRUSTED

the root CA is not marked as
trusted for the specified
purpose.

28

X509 V_ERR CERT REJECTED

the root CA is marked to reject
the specified purpose.

29

X509 V_ERR_SUBJECT ISSUER MISMATCH

the current candidate issuer
certificate was rejected because
its subject name did not match
the issuer name of the current
certificate. Only displayed when
the -issuer checks option is
set.

30

X509 V_ERR AKID SKID MISMATCH

the current candidate issuer
certificate was rejected because
its subject key identifier was
present and did not match the
authority key identifier current
certificate. Only displayed when
the -issuer checks option is
set.

31

X509 V _ERR AKID ISSUER SERIAL MISMATCH

the current candidate issuer
certificate was rejected because
its issuer name and serial
number was present and did not
match the authority key
identifier of the current
certificate. Only displayed when
the -issuer checks option is
set.
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32 X509 V_ERR KEYUSAGE NO CERTSIGN the current candidate issuer
certificate was rejected because
its keyUsage extension does not
permit certificate signing.

50 X509 V_ERR APPLICATION VERIFICATION an application specific error.

Unused.

enc

The ENC utility will encrypt and decrypt files using the selected algorithm. The
format is typically the following:

C:\>OpenSSL [ciphername] [options]
Or
C:\>OpenSSL enc [ciphername] [options]

-in [filename]
This option sets the file to decrypt or encrypt.

-out [filename]
This option sets the output file.

-salt
This option will add a salt (random) value to the encryption. It is advised to use
this option when encrypting files.

-e
Encrypt the specified data file. This is the default.

-d
Decrypt the specified data file

The following list represents the supported ciphers that can be used when
encrypting or decrypting data.

Cipher Description

base64 Base 64

bf-cbc Blowfish in CBC mode
Bf Alias for bf-cbc

bf-cfb Blowfish in CFB mode
bf-ecb Blowfish in ECB mode
bf-ofb Blowfish in OFB mode
cast-chc CAST in CBC mode
Cast Alias for cast-cbc
cast5-chc CAST5 in CBC mode
cast5-cfb CASTS5 in CFB mode
cast5-ech CAST5 in ECB mode
cast5-ofb CASTS5 in OFB mode
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des-chc DES in CBC mode
des Alias for des-cbc

des-cfb DES in CBC mode
des-ofb DES in OFB mode
des-ech DES in ECB mode

des-ede-cbc

Two key triple DES EDE in CBC mode

des-ede Alias for des-ede
des-ede-cfb Two key triple DES EDE in CFB mode
des-ede-ofb Two key triple DES EDE in OFB mode

des-ede3-chc

Three key triple DES EDE in CBC mode

des-ede3

Alias for des-ede3-cbc

des3

Alias for des-ede3-cbc

des-ede3-cfb

Three key triple DES EDE CFB mode

des-ede3-ofb

Three key triple DES EDE in OFB mode

desx DESX algorithm.
idea-cbc IDEA algorithm in CBC mode
idea same as idea-cbc
idea-cfb IDEA in CFB mode
idea-ecb IDEA in ECB mode
idea-ofb IDEA in OFB mode
rc2-cbc 128 bit RC2 in CBC mode
rc2 Alias for rc2-cbc

rc2-cfb 128 bit RC2 in CBC mode
rc2-ecb 128 bit RC2 in CBC mode
rc2-ofb 128 bit RC2 in CBC mode
rc2-64-chc 64 bit RC2 in CBC mode
rc2-40-cbc 40 bit RC2 in CBC mode
rc4 128 bit RC4

rc4-64 64 bit RC4

rc4-40 40 bit RC4

rc5-cbc RC5 cipher in CBC mode
rc5 Alias for rc5-cbc

rc5-cfb RC5 cipher in CBC mode
rc5-ecb RC5 cipher in CBC mode
rc5-ofb RC5 cipher in CBC mode
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o | CAWINDOWS\System32emd. exe

C:~Temp>0penS5L rcd4 —e —salt —in OpenDoc.doc —out OpenDocEnc.doc
enter rcd encryption password:
Uerifuing password — enter rcd encryption password:

C=~Temp>

In the above example we have chosen to encrypt a Word document using the rc4
cipher with a salt. The size of the file is the document you are reading and is
approximately 22MB. This encryption only takes a few seconds to complete.
The next example shows the decryption of the same file.

C:\>OpenSSL rc4 —d —in OpenDocEnc.doc —out OpenDocDec.doc

version
This utility will return the OpenSSL version being utilized.

-a
All information concerning the OpenSSL library.

e | C:AWINDOWSA\System 3 2vemd. exe

C:=~Temp>0penSSL version —a

OpenS5L B.9.6a 5 Apr 2001

huilt on: date not available
pla@furm: information not availahle

g2 bnd64d,.32% md2<int? rcd{idx,.int? des{idx,.cisc,.4,long? ideatint? blowfis

: information not availahble

PKCS12

This utility will create (PKCS#12) Personal Information Exchange (.pfx) files
mostly used with Microsoft tools such as Internet Information Server. If you have
ever gone through the process of getting an SSL certificate from Verisign or
Thawte, then this is the certificate you will likely receive. You may therefore
utilize the PKCS12 application to generate an SSL certificate for development
purposes, remembering that the world according to most browsers will not accept
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your certificate unless it has been “signed” by one of the root certificates in your
CA Trusted Roots list. To see the trusted roots in Windows go to Start | Run and
type in “mmc” and press enter. This should bring up the Microsoft Management
Console as seen in the next screen shot:

‘iti Consoled

File  Action  Yiew Favoribes  Window  Help

s @B @

‘it Console Root

Console Rook

There are no ikems to shov in this view,

If you don’t see exactly what is shown above, don’t worry, screens will differ
depending on the number of “snap-ins” you have loaded. To see the Trusted
Root Certificates using the MMC select File | Add/Remove snap-in. The
following dialog should appear:
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Add/Remove Snap-in

Standalane | E:.;tensignsl
I1ze thiz page to add ar remove a standalone Shap-in from the conzale.
Shap-ing added to: |a Console Foot w
Drezcription
Add... Remove About...
[ ] ] [ Cancel ]

Press the Add... button in the bottom right corner to bring up the next dialog box
as shown in the next screen shot:
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Add Standalone Snap-in

Awallable Standalone Snap-ins:

Shap-in Wendor ~
afl.-‘i‘-.ctivex Control bdicrozoft Corporation
@ | Certificates Microzoft Corparation
@ Component Services ticrozoft Corporation
Q Computer Management ticrozoft Corporation —
Device Manager ticrozoft Corporation
E Digk. Defragmenter icrozoft Corp, Executi...
% Dizk Management Microzoft and VERITAS..
Ewent Viewer Microzoft Corporation
[ JFolder bdicrozoft Corporation
ﬁ Group Policy bicrozoft Corporation v
Drezcription

The Certificates znap-in allows vou to browse the contents of the
certificate stares for yourzelf, a semvice, or a computer.

[ add ][ Close |

From this dialog, navigate to the Certificates Snap and then press the Add button.
You should now see the following dialog:

Certificates snap-in [z|

Thiz znap-in will always manage certificates for:
0 My uzer account
() Service account

(¥} Computer account

M et » l[ Cancel
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In the previous dialog make sure you select “Computer account” which will
provide you all the certificates and lists for this computer, not just a user. Press
the Next > button after making this selection. You should now see the following
dialog:

Select Computer, §|

Select the computer pau want this shap-in to manage.
Thiz znap-in will always manage:

{*) Local computer, [the computer this conzale is running on)

() Another computer: |

[] Allaws the selected camputer ta be changed when launching from the cammand line. This
anly applies if you zave the conzole.

[ < Back H Firizh l[ Cancel ]

Make sure you select “Local computer: (the computer this console is running

on)” and press the Finish button. This will take you to a prior screen at which

point you should press the “Close” button or “Ok” button on all windows until
you are back at the main Microsoft Management Console.

In the main MMC (Microsoft Management Console) you should now have the
Certificates snap-in displayed in the left pane of the window. Your screen should
now look something similar to the following. Pay close attention to the Trusted
Root Certificate Authorities:
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i Consolel |Z| |E| E'
File  Action “iew Favorites  Window  Help

© - @@ &)

i Console Root\Certificates (Local Computer)sTrusted Root Certificatio... |;||E|[z|

[ Consale Roat Issued Ta Issued By
—1-[E) Certificates (Local Computer) Elaga ECOM Root Ca ARG ECOM |
+-[_1 Personal (= autaridad Certificadara de la Asaci... Autoridad ¢
Eautoridad Certificadora del Colegi... Autoridad ©
ElBaltimore EZ by DST Baltimaore EZ
Eelgan:u:um E-Trust Primary A Belgacom E-
|:| Trusted Publishers C&W HET Securehlet Ch Class A CEMW HET S
|:| Untrusted Certificates C&'-.-'-.-' HET Securehlet CA Class B CEMW HET Se
(] Third-Party Rook Certification Author | SICEW HKT Secureblet CA Root 8 HKT Se
(0 Trusted People Bl caw HKT Securehet CA SGC oot CBMW HKT St
[C1] Certificate Enrollment Requests Edcan Al
|:| SPC Certipnste Classe A Personne Certiposke C
[ _mMmsTR Certipnste Servedr Certiposke =
Certisign - Autoridade Certificador,.,  Certisign - &
Certisign - Autaridade Certificadar,.,  Certisign - &
Certisign Autoridade Certificadora ... Certisign Au
Certisign Autoridade Certificadora ... Certisign Au o

< | 3]< | >

[C7] Intermediate Certification Authorities

+
+
+
+
+
+
+
+
+

Trusted Root Certification Autharities skore contains 108 certifics

In the above right side pane notice that there are 108 certificates that this
computer will trust. If you want to add your certificate to this list, right mouse
click on the Certificates folder and select All Tasks | Import and go through the
same process as shown earlier in section Installing the CA Certificate into the
Windows Operating System making sure you are importing the proper format
type of your certificate. For the PKCS#12 certificate format continue with this
section.

Creating PKCS#12 Certificates in Internet Information Server

This part is the same process that will be utilized to create a Certificate Signing
Request (CSR) that you would send to a Certificate Authority such as Verisign or
Thawte. To begin with you must make sure you Internet Information Server 5.0
which comes with Windows 2000 or XP. Windows NT4 users can usually follow
the same steps but it may be slightly different. To begin with go to Start | Control
Panel and double click on the Administrative Tools. In the Administrative Tools
windows select Internet Information Services which will bring up the MMC with
the IIS snap-in already loaded. Navigate to the Default Web Site in the left pane
and right mouse click on the icon which should bring up the following pop up
menu:
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e . .
+& Internet Information Services

File  Action Wiew Help

EIEEEE
Internet Information Services Computer Local YWersion

= &) PRESARIO (local computer) BV PRESARIO (local computer) Yes 115 45,1
—-{_7] web Sites

=8 MDefault Weh Sike

+- {8 ISSAMPLES|  Explore

+- 8 [1SADMIN Open

+- {8 1ISHELP Browse

+ SCRIPTS

+ % WEBPLIE

¥ rnsadc Stop

- % — Pause

+ MaCos9

¥ g WebTest Hlews '
; Al Tasks  »

+- (g Printers

¥ Yisual3sl_im  pename

+ g YisualSolacr|  pafrech

+- g VisualssL

- D I.-'\-.IEtIEII:ll:' Properties

+-1 X!Emulatu:ur Help

+-[_7 Visual3z70

J

|

Opens property sheek For the current selection.

When you select the properties for the Default Web Site you should be presented
with a tabbed dialog of the options for this site. Windows Workstations should
note that they are limited to only the default web site whereas Windows Servers
can have several web sites, of which one is usually an SSL enabled site utilizing a
PKCS#12 certificate! Your screen, after selecting the Properties option, should
look similar to the following:
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Default Web Site Properties @@
"Ww'eb Site ISAPI Filters Home Directory Documents
Directory Security HTTP Headers Custom Erars

Anoryrmous accezs and authentication contral

Enable anorymouz access and edit the
w authentication methods for thiz resounce. Edit

i e

|F addrezz and domain name restictions

@

Secure communications

Require secure communications and c ot
enable client cerificates when this erver Lerthicate. .
resource iz accessed.

[ o¢ [ coen ]

In this above dialog make sure you have selected the Directory Security tab and
then the Server Certificate button. You should see the following dialog:

Welcome to the Web Server Certificate Wizard. @

Welcome to the Web Server
Cenrtificate Wizard

Thiz wizard helps you create and administer server
certificates uzed in zecure wWeb communications
bebween your zerver and a clisnt.

Status of your Web Server

Your Web Server doesn't have a certificate installed
and you don't have any pending requests,
Certifizate “Wizard will help you to create a new
certificate for thiz \Web Server or attach to an
exizting certificate.

To continue, chok Mest.

[ Mext » ][ Cancel
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Press the Next > button on the previous screen shot if you have not already done
so. You should see the next dialog. Select “Create a new certificate” and press

the Next > button.

1§ Certificate Wizard

Server Certificate

There are five methods far azzigning a certificate to a'wWeb site, %
S

Select the method pou want to use for this web site:

(¥)iCreate a new certificate.

) Assign an existing certificate

) Impuort a certificate from a Key Manager backup file.

[ ¢ Back ” MHest > l[ Cancel ]

1§ Certificate Wizard

Delayed or Immediate Request
Y'ou can prepare a request ta be zent later, ar you can zend one
imrmediately.

GOle

Do you want to prepare a certificate request to be sent later, or do vou want to send it
immediately to an online certification authoriby’?

(%) Prepare the request now, but zend it later

¢ Back ” Mest » ][ Cancel
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Select the “Prepare the request now, but send it later” option to create a Public
Key pair and its associated Certificate Signing Request (CSR). You won’t be able
to view the key and public certificate immediately, but you will be able to view
the CSR when you complete the whole process. We will discuss exporting the
public key pair later in this section. If you have not already done so, press the
Next > button:

115 Certificate Wizard
Mame and Security Settings

Y'our nesw certificate must have a name and a specific bit length. @
Y

Type a name for the new certificate. The name should be easy for pou ba refer to and

remember.

Marme:

The bit length of the encryption key determines the certificate's encryption ztrength.
The areater the bit length, the stronger the secunty. Howewer, a greater bit length may
decrease performance.

Bit letgth: 1024 w

[ ] 5erver Gated Cryptography [SGC] certificate [for export versions anly]

[ ] 5elect cryptographic service provider [CSP) for this certificate

[ < Back ” Mext = ][ Cancel ]

IS Certificate Wizard

Mame and Security Settings
Y'our nesw certificate must have a name and a specific bit length. @
%

Type a name for the new certificate. The name should be easy for pou ba refer to and
remember.

M arne:

by Certificate

The bit length aof the encroption key determines the certificate’s encruption strength.
The areater the bit length, the stronger the secunty. Howewer, a greater bit length may
decreaze performance.

Bit length: 1024 w

[ ] Server Gated Cryptography [SEC] certificate [for export versions only]

Select croptagraphic zervice provider [CSP] for thiz certificate

[ ¢ Back ” Mext » ][ Cancel
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IS Certificate Wizard |
fAvailable Providers

The cruptographic providers vou can use for pour certificate are listed @y
Sy

blon,

Select a provider

ticrozoft OH SChannel Cryptographic Provider

ticrozoft BS54 SChannel Cryptographic Provider

[ < Back ” Mext = l[ Cancel ]

In the above dialogs select an easy to remember name with a bit length of 1024.
If you have created a Public Key pair earlier using OpenSSL, this looks very
familiar. Make sure you select the “Select cryptographic service provider (CSP)
for this certificate.” This will be important if using Authenticode and other
technologies. After pressing the Next > button, make sure you select Microsoft
RSA Schannel Cryptographic Provider and press the Next > button.

Schannel is Microsoft’s answer to OpenSSL without the source code and open
environment. This is commonly referred to as the CyptoAPI by Microsoft and is
almost always found as a Dynamic Link Library.
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lI§ Certificate Wizard
Organization Information

diztinguizhes it from other organizations.

Select or type vour organization's name and your organizational unit, Thiz iz tepically the
legal name of pour organization and the name of your divizgion or department,

For further information, consult certification authority's 'web site,

Organization:

| T rizen " |

Organizational unit;

Testing "
| |

[ < Back ” Mext » l[ Cancel ]

Y'our certificate must include information about your arganization that %
%

Add your information in the edit boxes provided in the above dialog. Don’t
worry if you make a mistake, you can always go back. Its only important when

you are ready to send this information to a Certificate Authority.

IIS Certificate Wizard X]

Your S5ite's Common Hame

Your Web site's commaon name is itz fully qualified domain name. @

Type the common name for your zite. If the server iz on the Internet, uze a valid DNS
name. If the server iz on the intranet, you may prefer to use the computer's NetBIOS
name.

If the common name changes, you will need to obtain a new certificate.

Common name:

lozalbiost

¢ Back ” Mest » ][ Cancel
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In the above dialog box place in your fully qualified domain name such as
www.trizen.com or if you’re only interested in testing, use localhost. Press the
Next > button to complete the information regarding your certificate.

IIS Certificate Wizard

Geographical Information
The certification authaority requires the following geographical infarmation, %
%

Country/Fegion;

|_| § [Urited State: IR

State/province:

| Florida W |
Citplocality:
| Heathrow W |

State/province and Citydlocality must be complete, official names and may not contain
abbreviations.

[ < Back ” f et > ][ Cancel ]

After filling in your information press the Next > button:

IIS Certificate Wizard

Certificate Beguest File Hame
Your certificate request iz zaved az a text file with the file name pou
gpecify.
Enter a file name for the certificate request.
File name:
| [ Browse. .. ]
< Back “ Pt » ] [ Cahizel
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Select the filename and directory location where you would like to save your
Certificate Signing Request. We typically save them near or in the CARoot
directory created at the beginning of this document. When you press the Next >
button you should see the following dialog:

IIS Certificate Wizard X]

Request File Summary

Y'ou have chogen to generate a request file. %
S

To generate the following request, click Mest.
File name:  oh\caroothprivatehiisbhoertreg. bat

Your reguest containg the following information;

lzzued To lozalhost
Friendly M ame Default “web Site
Country/F egion 115
State / Praovince Flarida
City Heathrow
Organization Trizen
Organizational Lnit Testing
[ ¢ Back ” Mest » l [ Cancel

Press the Next > button to complete the certificate creation process.

IIS Certificate Wizard X

Completing the Web Server
Cenrtificate Wizard

You have successfully completed the 'Web Server S
Certificate wizard. & certificate request was created and
zaved to the file;

c:hoarootsprivatesisShoertreg. bt

Send or e-mail thiz file to pour certification autharity, who
will zend vou a responze file containing your new
certificate. "

Click here

for a list of certification authorities who offer services for
Microzaft products.

To cloge thiz wizard, click Finizh.
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Once you press the Finish button on the previous dialog, you should be taken
back to the tabbed properties dialog for the Default Web Site. Press Cancel to
return to the Internet Information Services Management Console. So where is the
certificate and key file? It has been captured into the Microsoft Certificate’s snap
in. If you recall from the earlier discussion on locating all the Trusted Root
Certificate Authorities by using the Certificates snap-in then you can easily export
the certificate and key file from this utility as shown below:

iti Consoled

File  Action “iew Favorites  Window  Help

- B B XEFB @

i Console Root\Certificates (Local Computer)\Certificate Enrollment RequestsiC. .. |:||E|r5__(|

[ Console Roat Issued To Issued By

- @ Certificates (Local Computer)

[ Personal

[ Trusted Rook Certification Authorities

[L] Enterprise Trust All Tasks

[0 Intermediate Certification Autharities

(L Trusted Publishers

[Z7 Unkrusted Certificates

[_] Third-Party Root Certification Authori

[ Trusted Penple Froperties

(L] Certificate Enrollment Requests
5] Certificates Help

[ spPc

[ _MMsTR

Cuk
Copy
Delete

£

Export a certificake

Notice that the certificate we just created is contained in the Certificate
Enrollment Requests | Certificates files. Just right mouse click on the actual
certificate in the right pane and select Export... to actually export the certificate.
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Certificate Export Wizard E

Welcome to the Certificate Export

Wizard

This wizard helps ywou copy certificates, certificate trust
lists and certificate revocation lisks From a cerkificake
store ko yaur disk,

& certificate, which is issued by a certification authaority, is
a confirmation of wour identity and conkains information
used ko prokect data or to establish secure network,
connections, & certificatbe store is the system area where
certificates are kept.,

To conkinue, click Mexk,

[ Mexk = l[ Cancel ]

Press the Next > button to continue the export process.

Certificate Export Wizard @

Export Private Key
¥ou can choose ko export the private key with the certificate,

Private kevs are passward pratected, IF wou want ko export the private key with the
certificate, wou musk bype a password on a later page,

Do ywou wank to export the private key with the certificate?
(%) es, export the private key

()Mo, do not export the private key

[ < Back ” Mext = l [ Zancel

Make sure you select “Yes, export the private key” option.
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Certificate Export Wizand f'5_<|

Export File Format
Cettificates can be exparted in a variety of file Formats.

Select the Format wou want ko use;

() Personal Infarmation Exchange - PKCS #12 { PFX)
Include all certificates in the certification path if possible

Enable strong protection (requires IE 5.0, MT 4.0 SP4 or abowve)

[ ] Delete the private key if the export is successful

[ < Back. H Mext = l[ Cancel ]

Make sure you select the same options as above.

Certificate Export Wizard fz

Password
To mainkain security, wou must protect the private key by using a passwaord,

Type and confirm a password.

Passwiord;
|******

Confirm passwiord;
|******

[ < Back. ” Mext = ][ Zancel ]

Type a password for your key file making sure you don’t forget it!
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Certificate Export Wizard @

File to Export
Specify the name of the file you wank o expart

File name:

A CARoob privatel 1354 ocalhost. pFx

[ < Back ][ Mext = ] [ Cancel ]

Select the filename for the key that will be exported as well as its location and
press the Next > button. On the next screen just press Finish to complete the
process.

Certificate Export Wizard @

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Expart
wizard,

You have specified the Following settings:

File Mame CCAF
Export Keys Yes
Include all certificates in the certification path  Yes
File Format Persan
L >

< Back ” Finish l [ Zancel
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At this point you have created a .pfx file that should reside in the directory you
selected when you exported the file. We highly suggest you export these files
near your CARoot directory structure. If you merely double click on the newly
created .pfx file Windows will bring up the certificate import wizard, just press
cancel if this pops up because what you really want is to look at the certificate and
the key file. If you open the file up in WordPad you should see a lot of encrypted
information:

File Edit Wiew Insert Format  Help

Dz &1 #

0,0
Ooooo,0Ed *tHT =

ooo .0°0,090,020,000 *+Ht -
OO0 ,000,000,040, Oe0

*+Ht -

O

0o ,090,0=000
*+Ht <

|

000000 ; Wsne0 *00080, 00458E pn@dEaX5R 17

GrgMi7i-Ofc<{t3H ceiTisrAigns  (av il Y gty ;000 »Ccds FOR 6ogde” O
L&

O0&f0i050gch ™ TUAL Txve 40, FGHUG] 02 6025 1 ¢ ANOS Oe 173 Emease I [ =088 <20, 1
LpoO0ES&gnY

2% er0¥03 =0 ' 0% ¥-00308% * «S0vd * IO« d00%as S FOREE+(£VidO 2, MO GIVATRgH !
LO000eq0) “O00094ER J00% =ik etv«a' @ = AhTroa1i€r" { CEYTrsNulEDAD:
;E1iendE-@eAn0;0 " 400" Y U200 (Shge-pO00iic

*O0édcg i ¥0usUs-—nKED »

3 T iE0ecOe iy 7 %0k * J«0Ppb 0/ Opfi-—udoTROY ;09 e - 000K ' &, T1 (ERO+T=5E I0.
A[Timv n#=007Y5 *1,0-0

| +0000, 70010000 *+Ht <

| 010000000010 +0000, 700140 Z0M0 i0c0r0c0=s0c0£0t0 OROSOAO OSOr
| 0100002090e0e03030c0e0c02000a0 10d40004090=050a04050a030705090£0

£ >
For Help, press F1

The above file is nowhere near human readable and as such needs to be parsed
with the PKCS12 utility before the key and certificate can be viewed. If you have
not already done so, create a directory named IISS5 in your c:\CARoot\private
directory and place this .pfx file into this location. Next, open up the cmd.exe file
or command.com file in your CARoot directory and type the following to parse
your PKCS#12 certificate:
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C:ACARpotcmd. exe

C:~CARoot >pkcs12 —in c:~CARoot»private~IIS5~localhost.pfx —out c:~CARoot-private
~II55%~1ocalhost.pem

Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Uerifuving password — Enter PEM pass phrase:

C:~CARoot >

You should notice that we are parsing the localhost.pfx file that was exported
earlier in this section. You may have a different directory structure and as such
your MS-DOS prompt may look slightly different; however, the above
demonstrates the parsing and exporting of a new key and certificate file into one
file. In our demonstration we have copied the localhost.pfx file to the
c:\CARoot\private\lIIS5 directory and exporting the parsed file to the same
location with the name localhost.pem. Notice that these files are in PEM format.
Before the file can be completely parsed you must of course type in the password
for the encrypted file that was requested when you exported the localhost.pfx file.
You should keep this password when prompted to enter a password for the
localhost.pem file. At this point you can double click on the localhost.pem file:

=| localhost. pem - WordPad E@@

File Edit Wiew Insert Format Help

LEzEH &G #4

[Bag Attributes S
1.3.6.1.4.1.311.17.2: <No Values>
logeslEeyID: 01 OO0 00 QO
1.3.6.1.4.1.311.17.1: Microsoft BSA SChannel Cryptographic Prowvia
friendlyMName: ZSeeiicecilaldbdles5adsa3759f4dbo8 S94bfeil0-cigl-4db
Kev ALttributes
5093 EKey Usage: 10

Proc-Type: 4,ENCREYPTED
DEE-Info: DES-EDES-CEC,FCECODZAGEECDZTEC

Lt9EdLl IgENQzvo,/ TEnmDEZ deQZ thE4xQi0J EshgWaUEGt T/ ZC/ +2hUsLudgC Is
MY ZUb OB e U EhLeV INCiotind 1 ThWE£89Cr8UTpOBBts+kHE e H i faaV i U+n
wTE0dgZ Jtp0p 1 Te SKwSVaG80dst CUSEY wilo Ax WD 6w 7N ePR 1 Zn9D0E =7 Z7ER?PD
fWgnZ PxmwhH) v TV It EhkLET+y/ u¥TWV/ BREQEwpb CkP1HE09fd s TmHHG3 2 x A/ Kul3E+C
JamZz9Hem0r CxWdh Y4 C 0 TvrogFroBrd Tr CA L2 Ungo 23 uweV3CAD 79 heukZ u+hC2He S
OGY/ Tk whEyOk19Hy T l3ZiDA+0yk4PFw/ ANEOJBSDAQEZgKZZz£5 ] 280 JEWVECY
vDEe4JHmre 70y 10/ ATGyRvHE 20y 18T uh3oPsn0p?3drn?ivp B2 gf Jt FHNwIOckEy
OnbxwibhnI3 Az jg)3PSUSEJuiWesCee Vvt TI¥« l1Ee7pdsa I7Q2ZNTC/ +GIJhS3 IoEZ+ 10
30/ J9pig/algEitiauTHFEXBAIi TgE vk I4f ke LTucBk10BD N ITIOF 60x L/ REoBaEUF
Dinwgh 2/ AscvundN2 J4+nGkr TypMVrCoBGn+0AlckaNiizgyr40nSg99 it r HY vd2 6 v
< >

For Help, press F1
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This file should look somewhat familiar by now and can be used within your
OpenSSL applications. OpenSSL applications allow the use of the certificate and
the key within the same file as demonstrated by typing in the following into your
MS-DOS prompt, assuming you have access to the OpenSSL applications via
your PATH variable as discussed early during the install:

s_client —connect www.verisign.com:443 -ssI3 —cert c:\CARoot\private\IIS5\localhost.pem

e | C:ACARoot\cmd.exe - s_client -connect www. verisign.com:443 -ssl3 -cert priv - |I:I|ﬂ

C:~CARoot>s_client —connect www.verisign.com:443 —ss13 —cert priuate\llﬂE\lucalhl’
ozt .pem

Loading *‘screen’ into random state — done

Enter PEM passz phrase:

CONMNECT ED<BBBAA78C>

depth=1 ~C=U5-0=RSA Data Security,. Inc. -0U0=Secure Server Certification Authority

r

verify errorinum=19:zelf signed certificate in certificate chain
verify return:A
Certificate chain
A s:/C=U8/8T=CaliforniasL=Mountain Views0=UeriSign, Inc.-0U=Production-CH=wumnr. v
erizsign.com
i /C=US~0=R5A Data Security, Inc. -0U0=Secure Server Certification Authority
1 5:/C=U5%-0=R5A Data Security, Inc. -0U0=Secure Server Certification Authority
i /C=US~0=R5A Data Security, Inc. -0U0=Secure Server Certification Authority

Server certificate

MI I CUzCCAcgCEEhMugc U yBs A6 1 8ew? pNLaEwDQY JHo ZI huc HAQEEBQAwE zELMAKG
A1LUEBhMCUUMxIDAe BgNUBAo TF1JTQSBEY XRhI FN1Y 3V pai RS LCBJbmMuMS 4w LAY D

UQQLEQUTZWHL emllgU2U pdml yI EHlenBpZml jY X Rph2 4gQRUBaG? yaX RSMB4X DT Ax
MDcwODAwHDAWMFo X DTA yMDewODI 2NT k1 O owgYMxCzAJBgNUBAY TA JUTHRMWEQY I

UQQ I EwpD¥xpZn? vbm 1hMRY wFAY DUQQHFA1 Nh3Uud GFphiBWallU3MBRc wFQY DUQQK

FASWZRJplU2 InbiwgSW5 jLIETMBEGA1UECxQKUHJvZHY jdGlvhjEZMEBc GA1UEA xQQ
did3LnZlemlzalldulimNubT CBnTAMBgkghkiG?wABAQEFAAOBivAwgY cCoY EABR/ 1

1WPxBAz 1i?DFPAIWKwdLil f CxaRjHTAOakURAbFLRT I EARiwS wjxACLLRgE hG2 +Hf

AmrAd4ud A Fo I EmgP1IMt6HmhUuNHIS 2 4u+AL?ABEKn 782X 00t ae QTS S PpS 8 pnuGlli

MApHRG1YUS6 jO5k? vA1BH +mD1 258 =2 JF3An hNpLNKCAQHuDQY JKo £1 hv c HAQEEBQA D

FgB18uml ¥5JnL? DpdCumlidul gM+HgGmkY1Hir I g+gRNF 19 /] xFagqJ51 Z+rgZkH
DToH?voRnKJIAlup2sZZpkt yTglo j28 g1 JHOZE U +H jLNJt 1 HLmd ? OnCHhe jLb

REDe EEUOGKt hShMESUequMY suKxg 1y +udo +BHU pG1Q==

————— END CERTIFICATE————

zuhject=,C=U5 8T=CaliforniasL=Mountain Uiews0=UeriSign. Inc. -0U0=Production/CH=uwu
w.verisign.com

izssuer=sC=U5-0=RSA Data Security, Inc. -0U=Secure Server Certification Authority

Mo client certificate CA names sent

S5L handshake has read 1335 bhytes and written 382 hytes

Mew, TLSvl/S55Lv3,. Cipher iz DES—-CBC3I-SHA
Server pubhlic key iz 1824 hit

SSL—Session:
Protocol S8Lw3
Cipher DES—CBC3-5HA
Session—-ID: ZFF16CB53ADGGEBS2A5ETAL?252ET12A1Y5CCEB6624AFEAFAF4AFGDECAFFABAS 7F

Session—-ID-ctx:

Master—Key: FB1FBDB24EA3CEBGFZACABLS3854233FCF2991D3B5622218D53 781 FB4FEC20B6BG
JAFS792ES?27AC? D6 E23A6 DCATEBDCC? A

Key—Arg : Hone

Start Time: 1088130248

Timeout : 72808 (zec?

Uerify return code: 19 <{self signed certificate in certificate chain?

GET ~ HITP-1.8 hd

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.

83



OpenSSL Utilities

Your screen should be very similar to the prior screen. If not, check your
command and make sure you have access to the OpenSSL applications (the
OpenSSL directory path is appended to your PATH environment variable) and the
files you are point to in the command do in fact exist and you know the password.
The interesting thing to do this time is to issue the following command when the
connection is made:

GET/HTTP/1.0

This command is presented in the previous screen shot near the bottom of the
image. This command is an HTTP request for the selected home page of the SSL
host, in this case the Verisign home page should be returned after you press enter
twice.

e | C:WCARootwemd. exe

5" height="182"" horder="0"">{ a>{ td>
<td width="68x"" height="128" valign="middle" align="'left"'>
&#167;: 20801 VeriSign, Inc. All rights reserved. <a href="slegalMotice.html
">Legal&nhsp;Motices< /ax<{bhr>
Main Phone: 65876175600 &#183; Fax: 658-961-7388<hr>
Sales: 658-426-5115<hr>
Toll Free: 1-866—893-6565<hr>
<hr>
“a href="strustesindex.html">{img src=""images- truste . gif" width="116" hei
ght="31" border=""8">{ a>{bhr>
<img src=""/imagesslptrans .gif" horder=""0" height=""1" width="1"">{hr><{ td>
<td width=""25x" class=""copyrt">{a href="javascript:open_window<'https: ~di
gitalid.verdisign.comsas2.-edB?58893f6h2d813%ac2d2874782dfa’ >V ><{imy src="images s
eals Secure—lhite?8:x102 .gif " width="98" height="162" align=""right" hspace="18" h
order="0">{a>{ td>
L =
<stahle’

<t*— Begin MHewChannel Tags —3>

<LAYER NAME=""inuv8pan" UVISIBILITY="hidden" TOF=""@" LEFT="8"">{-LAYER>
<MewChannel>

<SCRIPT type='text javascript’ src="http:-ssverdisign.webhost._.newchannel.comsvisit
orsverisignseisitor_tag.cgi’ ></SCRIPT >

< /MewChannel>

<*— End Hewchannel Tags —3>

You should have received the home page of http://www.verisign.com after issuing
the above command. HTTPS can be used with these and other commands to
receive secure data from HTTPS servers. This is very convenient for
communicating with e-commerce servers. For information on connecting to
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secure credit card companies you should consider purchasing Visual SSL at
http://www.visualSSL.com.

If you would like to separate your key and certificate file you may do the
following. First open the localhost.pem file and copy all the data of the certificate
section.

MIIBzTCCAbggAWIBAGIQJIVgAkgbwiptI23£fbg50KkjAIBgUrDgMCHQUAMGKXEJAQ
BgNVBAMTCWxVvY2FsaG9zdDEQMA4GA1UECxMHVGVzdG1luZ zEPMAOGA1UEChMGVHIp
emVuMREwDWYDVQQHEWhIZWFO0aHJvdzEQMA4GA1UECBMHRmxvcml kYTELMAKGA1UE
BhMCVVMwHhcNMDExMj ExMDQOxMDUzWhcNMDIxMjEXMTAXMDUzWjBpMRIWEAYDVQQD
Ewlsb2NhbGhvc3QxEDAOBGNVBASTB1R1c3RpbmcxDzANBGNVBAOTBlRyaXplbjER
MASGA1UEBxXMISGVhdGhyb3cxEDAOBgNVBAGTRB0Zsb3JpZGExCzAJBgNVBAYTALIVT
MIGEMAOGCSQGSIb3DOEBAQUAAAGNADCBiQKBgOCMIxkTPpcMmcNhDvpapj 9zLzPT
gqJCL7Yb3qf27teXZxM51phim8XZ800xkdJ74UNT+WLapKHD+DXmZ/0UiDUQvO20V
GLhyD9T3nhowwYXaK2/yegUCEfpbpIDefy3AGG]/GbLiL5dIHofOX2DYg8xFOHI O+
EQKnat6RzRuCpo7LtQIDAQABMAkKGBSsOAWIdBQADAgC+

Place the copied text into a new text file in your c:\CARoot\private\IIS5 directory
and name it localhost.crt. Next, copy the private key data from the localhost.pem
file:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,FC8CS9D26EBCD275C

Lt9KdA1IgENQzvo/Y5nmDX2dcQ2tbK4xQiQJKsbgqWaUfGtYM/ZC/+zbUsLu9gCIs
mMYZUbOBg0Xc9U5hLeVINCiotindl ThWSf89Cr8UTpQBRBts+kHtzxHNifaaVjU+n
wIf0dg2Jtp0plTe5Kw5VaGN80dstCUSKYWWOAXWgD6vING6P912Zn9DQEZ7Z7KR7PD
fWon2PxmwhHjyTYJtZhkLKT+y/uYV/BRZQfvpbCkP1X09fdzTmHHG32xA/KuSX+C
JsmZs9HBmMOrCxWdhY4CO0UvmgFmBm4WrCA12UngoZ3uwvVSCdD79Acuk2u+hC2Hz/
0GY/7k7vbXyOkl9HyTql3XiDA+0yk4PFw/ANXOIB5DAGZ29KZZz£5328CcIEWV6CH
vD64JHmre70y1Q/ATGyRvM5zQy18g7uhSoPsnOp73drn7XvpB2gfjtFNNuJ0ckKy
OnDxwAbnSAzjgi3P5USfJuiWzsGecVvtWIYx1Ee7pd56I7Q2MTC/+GIJbSToZ+3IQ
JjO/J9p1Q/aWg5tiauTHFXBAIiTgEykI4fkcLTucBkl10BDyNIYjOF60xL/R20BaEUF
DAnwgbZ/AscvuudN2J+nGkrTypMVrCoBGp+QAlckaNiizgyr4Qn5g99AtrHYyd26
bKhi/NcQFRLLPHYLND8GGONNQ3AYptOMXS6e56L0ojJgIRNNL/sGlwV12IhDirfzQl
21zBVx5f9WpWE1QesFiBWMJIshv7X9WMMvGoKNINB4eDorf4gAPxEvdep7/31M7rF
/u896eNQ//ipYAuUEU8Ks88c5wyugQPBkcTCtyxudhvtgEddBO/1t0A==

Place the copied data into a new text file in your c:\CARoot\private\IIS5 directory
and name it localhost.key. You now have two separated files and they each can
be used within OpenSSL applications. Remember though that you have separated
your public certificate and private key file and as such you must specify both for
any OpenSSL applications that require a certificate and key file.

We have digressed from the original format slightly to demonstrate some of the
ways OpenSSL can be utilized in Windows operating systems. At this point we
will demonstrate the more utilized options with the PKCS12 utility.

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.

85



http://www.verisign.com/

OpenSSL Utilities

-in [filename]

Use this option to set the PKCS#12 certificate to be processed. The following
command will parse the localhost.pfx and place its private key and public
certificate into out.pem.

C:\CARoot>pkecs12 —in localhost.pfx —out out.pem

-out [filename]
Use this option to specify the output file that will hold the key and certificate in
one file.

C:\CARoot>pkes12 —in c:\CARoot\private\[IS5\localhost.pfx —out out.pem

-nokeys

Use this option to output only a certificate. You will only be prompted for a
password to the PKCS#12 file (if encrypted with a password). If you want to use
the newly created certificate in windows you must remove the extra header
information from the —out file after it is created.

C:\CARoot>pkcs12 —in localhost.pfx —nokeys —out out.pem

-info
This options really only add a little information about the process that is taking
place with the command.

C:\CARoot>pkes12 —in localhost.pfx —info —out out.pem

-des, -des3, -idea
Use one of these options to specify the encryption algorithm to protect the key.

C:\CARoot>pkcs12 —in localhost.pfx —des3 —out.pem

-nodes
Use this option to NOT encrypt the keys. This means the keys will not be
password protected for use. Not recommended.

C:\CARoot>pkes12 —in localhost.pfx —nodes —out.pem

-noout

Select this option to keep the utility from creating any output. Usually used with
—info switch. The following example demonstrates the use of sending information
about a certificate contained in the directory c:\\CARoot\private\lIS to the screen.

C:\CARoot>pkcs12 —in private\[IS\localhost.pfx —noout —info

-password [pass:password]
Use this option when specifying a password that must be used to access a file
when creating a PKCS#12 file. This format will have the password displayed on
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the command line. For example, if your password was visualssl then the format
would be:

C:\CARoot>pkecs12 —export —in localhost.pem —out mypkes12.pfx
—password pass:visualssl

-inkey [filename]
If using this option then the —in file will usually be just a certificate. If both the
certificate and key file are in the same file, then just use —in file.

C:\CARoot>pkes12 —export —in private\temp.crt —inkey private\temp.key —out
mypkes12.pfx

-export

Use this option to CREATE a PKCS#12 file. You must supply at least one
private key and one certificate usually in one file. This next example will take a
.pfx file and parse it into a .pem file which will have the key and certificate
contained within it encrypted.

C:\CARoot>pkes12 —in localhost.pfx —out localhost.pem

The next line will then take this localhost.pem file and turn it back into a
PKCS#12 file using the password that was used:

C:\CARoot>pkes12 —export —in localhost.pem —out mypkes12.pfx
—password pass:mypass

At this point the file can be double clicked on in Microsoft Windows and
imported into a Trusted Certificate Store. The next example shows how to use an

already created certificate file and a key file to generate a PKCS12 file.

Step 1) Generate a Key File

C:\CARoot>genrsa —out private\temp.key —rand private\.rnd —des3 2048

Step 2) Generate a Certificate File from the above key

C:\CARoot>req —new —x509 —days 3650 —key private\temp.key —out
private\temp.crt —config openssl.cnf

Step 3) Copy the Certificate File data into the temp.key file
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File Edit “iew Insert Format Help
=E & M ¥ B By
0¥/ BE3ouMivIFvROgVFOICOL SOy d0EpE J2ENQCGEbIp jEJXiTNy9EPknn+2 4 4
FNf3mHOenMwZ ¥Iadosp,/ KBnb 1 2R+ 1QUT 2w TLE91TEFF1UTEOF 7 L A==
HIIEdeCAlEgAwIEuﬂIEADwHEﬂkqhklﬂumHEauuFADIElDELHAkualUEEhmﬂHHI
._QHEmhIF”FU:FJPUaEPHADGﬁlUELhHGUFJJmk C
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LA1TEC HCHkmeTAPEqﬂWE"
AN 1TF+"LuTnHHn1H"kEUUkHU1H thW".'T:' ITuLuTMﬁE
1"1auFI"FL.ILHHIfﬂF"
ClpS5Tdge ILg'fI.lu
fzhDxUpLOZkD
w
IF-:ur Help, press F1

As you can see from the above screen shot we have pasted the temp.crt
information (by opening temp.crt in WordPad) into the temp.key file. Make sure
there are no lines between the dashed lines and no extra lines at the bottom.

Step 4) Save the file as combined.pem

Step 5) Create the PKCS#12 file

penSSLwpenssl-0. 9. 6avout32dINRelease'cmd. exe

C:=“CARoot>pkec=sl2 —export —in privatescombined.pem —out myupkcsl2 . pfx
Loading *screen’ into wrandom state — done

Enter PEM pass phrase:
Enter Export Password:
Verifying password — Enter Export Password:

=~ CARoot >
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From the above MS-DOS command prompt screen shot we have issued the
following command:

C:\CARoot>pkes12 —export —in private\combined.pem —out mypkcs12.pfx

If you now double click on the new mypkes12.pfx file in the C:\CARoot directory
you will be prompted by windows to import the file. You can just press Cancel if
you wish or go ahead and import the file. If you did not get the desired results
make sure you have followed the instructions carefully realizing that creating key
files and certificates were covered in great detail early in this manual and are
sometimes very tricky.

Ok, here is an easier way if you don’t want to copy text from one file to another
by simply using the generated Certificate temp.crt and the Key file temp.key.

Step 1) Generate a Key File

C:\CARoot>genrsa —out private\temp.key —rand private\.rnd —des3 2048

Step 2) Generate a Certificate File from the above key

C:\CARoot>req —new —x509 —days 3650 —key private\temp.key —out
private\temp.crt —config openssl.cnf

Step 3) Create a PKCS#12 File from the temp.key and temp.crt

e | C:AOpenSSLwopenssl-0. 9. savwout32dIRelease\cmd. exe

C:%CARoot>pkecs12 —-export —-in privatestemp.crt —inkey privatestemp.key —out mypkcl’
=12 . pfx
Loading

‘screen’ into random state — done

Enter PEM pass phrase:
Enter Export Password:
Uerifuying password — Enter Export Password:

G :~CARoot >

The command is virtually the same as before except we are explicitly telling the
PKCS utility that there is a separate key file through the use of the —inkey switch.
The utility would then expect the —in file to be just a certificate:

C:\CARoot>pkcs12 —export —in private\temp.crt —inkey private\temp.key —out mypkcs12.pfx
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Authenticode and Digitally Signing Your Applications

For those that are interested in learning how to create ActiveX controls and have them
operate from within Internet Explorer even when the security is High, then you should
sign your ActiveX controls and applications with an Authenticode Certificate which is
nothing more than a PKCS#12 signed certificate.

The process is relatively straight forward and summarized as follows:

1)

2)

3)

4)

5)

6)

7)

9)

Create a Certificate Request from Internet Information Server (described in
PKCS#12 section)
Sign the Certificate as follows:

C:\CARoot>ca —in private\lIS5\certreq.txt —key private\ca.key —out
private\lIS\trizen.cer —policy policy anything —config openssl.cnf

Complete the Internet Information Server certificate process by returning to the
same place in IIS to create the certificate request. Import the newly signed
certificate.

Use Microsoft Management Console to export the certificate as a PKCS#12
certificate to c:\CARoot\private\IIS5\trizen.pfx

Parse the newly created trizen.pfx file using the PKCS12 utility:

C:\CARoot>pkecs12 —in private\[IS5\trizen.pfx —out private\[IS5\trizen.pem

Separate the key portion from the newly created trizen.pem file making it
compatible to Windows (removing everything but the ----BEGIN RSA PRIVATE
KEY ---- and ---- END RSA PRIVATE KEY ----- .

Save the newly created key file to c:\CARoot\private\[IS5\trizen.key

Create a PKCS#12 certificate file using the signed certificate trizen.crt and the
exported key file trizen.key using the following command:

C:\CARoot\>pkes12 —export —in private\[[S5\trizen.cer —inkey
private\[IS5\trizen.key —out private\IIS5\newtrizen.pfx

Double-click on the newtrizen.pfx file and import it into windows.

10) Download the Authenticode SDK from Microsoft.com and run the signcode.exe

application.

11) Select your ActiveX control or .cab file to sign and use the certificate store. It

should have the newly imported PKCS#12 certificate.

12) Complete the code signing process, realizing that you should let Microsoft select

the Security Provider which should be captured already in the operating system
during the import.
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Did you get all that? If not here is the process in more excruciating detail. Remember, if
you’re interested in learning about Authenticode, you should review the Microsoft
technologies of Cabinet files, and ActiveX distribution. For more information on
ActiveX distribution, safe code, digitally signed code, you should consider purchasing
our VisualSSL product.

Complete Detail of Creating Authenticode Applications

Create a Certificate Request using the methods described in the Creating PKCS#12
Certificates in Internet Information Server section. Make sure you save this file in
c:\CARoot\private\IIS5\certreq.txt.

Sign the certificate request using the following command:

C:\CARoot>ca —in private\IIS5\certreq.txt —key private\ca.key —config
openssl.cnf —policy policy anything —out private\[IS5\trizen.cer

e | C:WCARootyemd. exe

C:~CARoot>ca —-in private~IIS5certreqg.txt —key privatesca.key —config upenssl.cnl’
f —policy policy_anything —out private~II8S“trizen.cer

Using configuration from openssl.cnf

Loading *screen’ into random state — done

Check that the request matches the signature

Signature ok

The Subjects Distinguishe ame iz as follows

commonMame :P ABLE: *www.trizen.com’

organizationallnitMame =P ABLE:*Testing’

organizationMame ABLE:*Tri=zen"’

F
localityMame P ABLE:*Heathrow’
F

ztateOrProvinceMame ABLE:*Florida’

countruyMame :P ABLE:="US*

Certificate iz to be certified wntil Dec 15 82:16:85 2882 GHMI <365 days>
Sign the certificate? [y nl:y

1 out of 1 certificate regquests certified, commit? [y-nly
Write out databasze with 1 new entries
Data Base Updated

C=~CARoot >

Y ou must make sure that you have setup your Certificate Authority structure and that
your paths are accurate including your PATH environment variable which must include
the directory to the OpenSSL applications.

Once the certificate has been signed, you must make sure that you modify the certificate
to conform to the Windows Operating System. See Adjusting the Certificates for
Windows Operating Systems for more information.

At this point you must return to the Internet Information Server security area and
complete the Certificate Request Process. Return to the same location where you first
initiated the Certificate Request. Upon returning to this dialog you should see the
following:
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IS Certificate Wizard

Pending Certificate Request
& pending certificate request iz a request to which the certification %
%

authority haz not vet responded.

A certificate request iz pending. What would you like to do’?
{#) Process the pending request and install the certificate

i) Delete the pending request

[ < Back ” Mext > ][ Cancel ]

Notice that IIS is waiting for the signed certificate that was created earlier. At this point
press the Next > button and navigate to the trizen.crt file.

IIS Certificate Wizard

Process a Pending Request
Frocess a pending certificate request by retieving the file that containg
the certification authority's responze.
Enter the path and file name of the file containing the certification authority's rezponze.
Fath and file name:
C:ACARootsprivatesl|55htrizen. cer | [ Browse. ]
< Back “ Pt » ] [ Cahizel
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At this point press the Next > button.

IIS Certificate Wizard

Certificate Summary

fou have chosen to install a certificate from a response file. %
Y

To inztall the fallowing certificate, click Mext.

File name: C:ACAR oot private |5 5hrizen. cer
Certificate details:
lzzued To AL LTI, Com
|zzued By hittp: s trizen, com
E=piration Date 1241442002
Friendly M ame ky Certificate
Country/Region s
State / Province Florida
City Heathrow
Organization Trizen
Organizational Lnit Testing
[ ¢ Back “ et » J [ Cancel ]

If you do not see the above dialog after pressing the Next > button review your
certificate by double clicking on it making sure Windows recognizes the certificate.
After pressing the Next > button you will likely get the following:

Certificate Enrollment X

This opens C:YCARoot privatel 155\ trizen. cer, a certificate request file.
' If the ariginal source of this file is not trusted,
this action might compromise scripting safety, Do you wank ko continue?

I Yes J [ Mo ]

Just press Yes to continue. Windows will notify you that the process is complete. You
may have noticed that at this point you are performing the same actions to create an SSL
server. In fact press the Edit button in the secure communications area of the Directory
Security Tab of the Default Web Site properties. You should see the following dialog
which will allow you to make your server SSL enabled:
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secure Communications §|
Fiequire secure channel [S5L]
[ Riequire 128-bit encryption

Clent certificates

{*) Ignore client certificates
() Accept client certificates
(") Require client certificates

[ ] Enable client certificate mapping

Client certificates can be mapped o \Windows uzer
accountz. Thiz allows access control to resources uzing
client certificates.

[ ]Enable certificate tust list

[ k. l [ Cancel ] [ Help ]

If you select the “Require secure channel (SSL)” and press OK, your server will only
accept secure connections! To see this in action after you press the OK button, open up
Internet Explorer and type in https://127.0.0.1 and you should see your default web page,
but this time the secure connection icon can be found in your web browser’s status bar.

Edit  ‘iew Faworites Toaols  Help

File

Q Back ~ | \ﬂ \ELI h /_ ) Search ‘:w\'f' Favarites -@ Media Q-‘:
Address :@jhttps:,l',l'lz?.lil.l:l.1,l'IISSampIes,l'DeFauIt,l'wechme.htm e Go
-
Welcome to Microsoft® Personal Web Server
4.0
w
é ﬂ Inkernet
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You must realize that since Internet browsers have a limited list of trusted certificates,
others may not be able to connect to your site because their browsers do not know of your
certificate, they will likely be prompted to continue loading the page.

Now back to Authenticode. After you have completed the CSR process by first creating
a certificate request, signing the request, and then importing the signed certificate into
IIS, you must now export the key and certificate as a PKCS#12 file. This is the same
process as described in the PKCS12 Utility application and will not be repeated here,
however, when you export the PKCS#12 certificate, make sure you export it to
c:\CARoot\private\[IS5\trizen.pfx. The store that it will likely be in will be in the Local
Computer account in the Personal store, you may have to search to find your certificate,
looking for the certificate property such as http://www.trizen.com which is usually the
common name of the server.

i Console Root\Certificates (Local Computer)\PersonalACertificates

|C| Console Root Issued To Issued By E:xpiration Dab
+ @ Certificates - Current User
- @ Certificates (Local Cormputer)
-1-[_] Personal
5] Certificates
+-[_7 Trusted Root Certification Authorities
+-|_7] Enkerprise Trust
+-[_] Intermediate Certification Authorities
+-[_7 Trusted Publishers
+-[_7 Untrusted Certificates
+-|_7] Third-Party Foak Certification Autharities
+-[_] Trusted Pecple
+-[_7 mystare
+-[_7 MyTrizensStore
+-[_7 Certificate Enrollment Requests
+-[27 sPC

+-[ _MMSTR

v, EFiZEr, com http: f e, brizen, com 12/14/2002

Personal store conkains 1 certificate,

After you successfully exported the Key and Certificates (by right mouse clicking on the
certificate and selecting export) into a PKCS#12 file (trizen.pfx) you must now parse the
file so that you can have an independent key file by first issuing the following command:

C:\CARoot>pkes12 —in private\lIS5\trizen.pfx —out private\[IS5\trizen.pem
The above command will export the key associated with the certificate that was created

along with the certificate request. We had to export it in this format to get it out of the
Windows operating system. Your file should look similar to:
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S[=/e3

File Edit “iew Insert Format Help
e && #4 ¥ &y

Bag LAttributes o
1.3.6.1.4.1.311.17.2: <No Values:>
logslEeyID: 01 00 00 0O
IRCEN T ch R AR N i cros0ft BSA SChannel Crvptographic asabel:
friendlyNawme: 62beh9925301325e7e392des173d0cf: 54hfe310-c351-4db)
Key Attributes
X509vw3 EKevy Usage: 10

Proc-Type: 4,ENCRYPTED
DEE-Info: DES-EDE3-CEBC,E5033140785338CC4

Nadl290E+iriUUkrjZk0bTesr 6Fm?,/ Fr IV jedmEc3oufeul 10I ICGVE vWE s0myr
Gl/ig+C2 ZEQZ tLuZPNOJ4Ep I MAA S YESFHL,/ KE 1SN OhBEaASL WS UL WS +Cr0 M
IePVIUgqroRPEisaTsPogWlDOiclH+hnUsY s JEaaD TS 1VHYoe 1HTIL3Fe1C 2Dy
anlnlpw+EOgF/ eV 1EnbgikIJXoHEZ RS rLuk7hd4 ZPEHOELEaLf /970G Hhw«VETh 3 HE
JEbATzi0boXEwispyvibugts0XQFEJhyFwivIOBEohmZt 18w+ 92 seadnbdRiludwn
HErWeCrwJ2eIUSh/ OS8VhFO4+BF 1V yer TI7Hy32T1273ChEeDHGTIOJKoSeupjly
fEzGoihhbhiowWSGagSinvkekilC4TeldpRExkewieReysd4+hwPEENegf =+ Mo eES +0 b
L >

For Help, press F1

Notice that in the above file the property of Microsoft RSA Schannel Cryptographic
Provider. This can only be accomplished by creating a certificate from within IIS and
selecting this option during the creation phase.

At this point you must separate the private key from the rest of the file by following the
similar approach to separating certificates manually from the extraneous information.
Your key should look like the following:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,5033140785338CC4

N8d1290X+jriUUkrjZkQbTezr6Rm7/FtIVgiedmKt89uf8uIlQIICGV2yV8z0myv
G1l/ig+C2ZKQ2tLuZPN0j4EpIMddjSYESFHL/KZ1SNcOhBEaASLWSUXXWQF+CmOM]
IePYUUgroRPXAsAJsPcgWlD91clH+hnUsYUsJXaXsDT51VHVoeclHTJL3Fc1lCZDr
anlnIpv+KOgF/zY1RnbgjkIJXoHK2RSrLwk7h4ZPKHQEbBaf/970GMhwxVBTb3HB
J2bAYZzj050XwSspy2bugtsIXQFEJhyFw3vI9B85hmZt18mUO+92seadn54R1udwn
HKrW60vJ2cIU3h/0S8VhFO+BF1Yy6rTJ7Hxy32Y127sCbEeDHG730xJKo8eup]lw
fEzGo2hhb2cwiW5Ggbnvk6kilC4Tel JpRxkxwAeRGysd+bwP5XWegfz+MMoNcE3+o0
3a90E0Qi/vip/fkbrjpwn62DSIwEypi7CkStFfrGxkWsV7/HPKQUrnZWFCptEOwSb
0qoIlD3EslvC3a/edXotrpVnQQAiE+Lj1ln7/IN6k+/96TxKTGeFK/RnCRsiPwTvr
rNEzbrWtS2guxFhDWrJHONBIMB8qW3sp+GAd1IMW4AL2JTEMSZO0pjCtU9wsGt2uPh+v
YU2Y2iBwlDCbDF1M17ygZdniVduExrR80HkmEBi4gzp8FmUwNuU8J2Gm/bhEi5D8n
H+GXTVaagcEx2HfofdwM5PoXwLocugIGK1Xjxo9wZA90xgYoUDmE64+PMMhEFmEFJF
SMCWUZixmtxTB8obRr5fcePSzgOYJTHne jgPD/pHC9U=
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Save this key information to c:\CARoot\private\[IS5\trizen.key. We now have several
files that will be utilized:

File Description
Certreq.txt Our IIS Certificate Request
Trizen.cer The Signed Certificate by our CA

Trizen.key The Exported key of the Certificate Request. From Trizen.pem
Trizen.pfx The Exported PKCS#12
Trizen.pem The Parsed file of the PKCS#12 file. Certificate and Key.

We must now build a PKCS#12 file which will be imported into Windows. Type the
following command to create a new PKCS#12 certificate:

C:\CARoot>pkes12 —export —in private\[IS5\trizen.cer —inkey private\IIS5\trizen.key
-out private\[IS5\NewTrizen.ptx

o | C:WCARoot\cmd.exe

C:~CARoot>pkc=s12 —export —in privatexIISSxtrizen.cer —inkey priuate\llﬂE\triaen.l’
key —out private~IIS5“MewTrizen.pfx

Loading *screen’ into wandom state — done

Enter PEM pass phrase:

Enter Export Password:
Uerif ying password — Enter Export Password:

G-~ CARoot >

This PKCS#12 file must now be imported into windows. Simply double click on the
newly created NewTrizen.pfx file. Windows will prompt you to begin the Certificate
Import Wizard. Just continue until you get to the following dialog:
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Certificate Import Wizard &|

Password
To maintain security, the private key was protected with a password.

Type the password for the private key,

Password:

[ ]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow wou ko back up or transport vour
kews at a laker time,

[ < Back “ Mext = ][ Cancel ]

Type in the password for your private key, this was set when you issued your certificate
request. Also, check the “Mark this key as exportable. This will allow you to back up or
transport your keys at a later time.” Press Next > to continue the import process:

Certificate Import Wizard &|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or wou can specify a location For
) Automatically select the certificate skore based on the kype of certificate
(%) Place all certificates in the Following store

Certificate store:

|F‘ersunal | [ Browse, .,

< Back ][ Mext = ][ Cancel
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Make sure you place the certificate into the Personal Store by browsing for its location.
Press Next > to continue the process. The next dialog will finish the process. Just press
Finish, or Ok to complete the import.

You now have all the items you need to successfully add a digital signature to your
applications. At this point you should have already created your ActiveX controls and
either packed them into a Microsoft Cabinet file or left them as an .ocx ready for
distribution over the internet. In order to completely utilize your application in Internet
Explorer without those irritating dialogs, you must mark your application as “safe” using
and you must use Authenticode. Both of which still don’t guarantee safety, but do give
your customers a better feeling.

If you have not already done so, download Microsoft’s Authenticode SDK at
http://msdn.microsoft.com/downloads/ where you should look for Authenticode.
Download your version. Once you have the SDK installed you need to run the
signcode.exe application only after you have built your ActiveX control or Cabinet file.
For information on building a successful Internet Explorer ActiveX control, you should
purchase VisualSSL for information.

Digital Signature Wizand @

Welcome to the Digital Signature

l—-% Wizard

This wizard helps you attach a digital signature ko a
File,

& digital signature werifies that no changes have been
made ko the file,

To conkinue, click Mext,

[ Mext » l [ Cancel

Press the Next > button to continue the Digital Signature process.
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Digital Signature Wizard f'5_<|

File Selection
You select the file to be digitally signed.

If the file already has a digital signature, it will be overwritten by the new
signature,

File: marme:
C:CabsSDk\ ErmulatorFormProjInf. cab | [ Browse, .,

[ < Back ][ Mext = ][ Cancel ]

In this dialog, locate your ActiveX control (.ocx) or in the example’s case, your
Microsoft Cabinet file. This is the application you are signing. Many times you will
have to sign multiple cabinet files. Press Next > to continue:

Digital Signature Wizand f'5_<|

Signing Options
The kype of signing wou choose determines the options available ko you,

Select the type of signing wou want,

() Typical
Recommended For mosk users,

() Custam
Recommended for advanced users only, &l advanced options available,

< Back ” Mext = ][ Cancel
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Since our certificate is already contained in our Personal Certificate store, choosing either
the Typical or Custom option will have the same result; however, for those that are
importing a file, you must use the Custom option. After pressing the Next > button you
should press the “Select from Store” button (this will be the only option if you selected

Typical).

Digital Signature Wizard

Signature Certificate

{ Select Certificate

Select the certificate wou want o use,

Issued to Issued by | Intende... | Friendly... = Expirati... Lti

BB v brizencom Rkbpeffe,., <alls Mone 12114)2...

! *

[

ik ” Cancel H Wiew Certificate J

[ < Back ][ Mext = J[ Cancel ]

If all has gone well you should see the PKCS#12 certificate imported earlier. Select this
certificate by pressing the OK button. If you did not see this in your dialog, make sure
you have followed the directions exactly as outlined. Press Next > to continue the code

signing process.
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Digital Signature Wizard f'5_<|

Data Description

¥ou can add a description of the data you are signing or a Wweb location
containing a descripkion,

Either bype a description, or provide a \Web address that paoints to a site that
contains a description,

Description (optional):

| OpenSsl Developer's Guide |

Web location (optional):

| Htbp: e, YisialSSL. com| |

[ < Back ” Mext = l[ Cancel ]

When your Authenticode certificate is presented to the end user, the information that you
type into the above dialog will also be presented with a hypertext link to your site. Press
Next > to continue.

Digital Signature Wizard E'
Timestamping
& timestamp guarantees that the dakta exisked on a certain date,
&dd a timestamp to the data
Timestamp service LRL! ttp:/ ftimestamp. verisign.com/scripks timstamp.dl| |
< Back ” Mext = l [ Cancel

This document is to be used in conjunction with Visual SSL and should not be transmitted in any form.

102



Authenticode and Digitally Signing Your Applications

The timestamp dialog offers you an opportunity to timestamp your certificates to
differentiate them if necessary and discourage forgeries. This is completely optional and
if desired type the following into the edit box:

http://timestamp.verisign.com/scripts/timstamp.dll

After pressing the Next > button you will be presented with the following dialog which
will complete the code signing process:

Digital Signature Wizard @

I=

Completing the Digital Signature
Wizard

You have successfully completed the Digital Signature
wizard,

You specified the Following settings:

File name C:CabsDE\EmulatorsFarmPro;

Issued to i EriZen. com

Issued by http: /e, brizen, com

Expiration date 12/14/2002
Conkent description Cpen3sl Developet's Guide
Conkent information URL - hkkps f feise, Wisual3st, com
Timestamp service http: /ftimestamp, verisign, com,
< p )

[ < Back “ Firish J [ Cancel ]

Press the Finish button to complete the process. Your code has now been Digitally
signed by your Certificate Authority. Remember this is not the only step to make your
controls simple for download use when Internet Explorer’s security settings are high. For
an in depth look at creating ActiveX controls for use over the Internet check out our
website at http://www.trizen.com.
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Summary

OpenSSL is a great implementation and as far as an open source product goes, offers a
great toolkit! This document is intended for use with the Visual SSL product from Trizen
Systems which offers custom SSL components utilizing the OpenSSL libraries for Delphi
and Borland C++ Builder. It was our intent not to show the theory behind SSL, because
as anyone can tell you there is a lot of theory on the subject, but rather to demonstrate
how SSL is actually used within Windows. If you would like to get more information
please visit http://www.openssl.org for a good bit of information as well as looking in the
C:\OpenSSL\openssl-0.9.6a\docs directory for information on commands and
applications.

It goes without saying, but by only experimenting with SSL can you really learn about
what the product can accomplish. We highly suggest you play with the switches for the
s_client and s_server applications.

We hope you will carry the torch for the OpenSSL project and implement SSL into all of
your applications. For implementation examples you can purchase the Visual SSL source
code and/or the Visual 3270 source code for your review.
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