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C++Builder | [ﬁi%ﬁﬁ'gﬁlsjﬁrﬁ

#include <vcl.h>
#include <stdio.h>
#pragma hdrstop

#include "Unit1.h"

#ifdef USE_BLOCK_CIPHER
#define ENCRYPT_ALGORITHM CALG_RC2
#define ENCRYPT_BLOCK_SIZE 8

#else
#define ENCRYPT_ALGORITHM CALG_RC4
#define ENCRYPT_BLOCK_SIZE 1

#endif

#pragma package(smart_init)
#pragma resource "*.dfm"
TForm1 *Form1;

__fastcall TForm1::TForm1(TComponent* Owner)
: TForm(Owner)

{
bs
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=t €78 ¢ InitUser()

Fi=* ﬁjﬂ“ P AR T CryptoAPT Bl REE TRl

{

void __fastcall InitUser()

CRYPT_NEWKEYSET))

HCRYPTPROV hProv;

HCRYPTKEY hKey;

char szUserName[100];

unsigned long dwUserNameLen = 100;
char tmp_buf[81];

// Attempt to acquire a handle to the default key container. ~ (2
if (!CryptAcquireContext(&hProv, NULL, MS_DEF_PRQOV, PROV_RSA_FULL, 0)) N :" @hs
// Some sort of error occured /x

// Create default key container.
if (!CryptAcquireContext(&hProv, NULL, MS_DEF_PROV, PROV_RSA_| FULL

{ < \
sprintf(tmp_buf,"Error creating key container!\n"); P \
ShowMessage(tmp_buf); ‘/ >
return; ¢ 1\‘/ )

b o ¢ =

QN y
// Get name of default key container. o> /
if (!CryptGetProvParam(hProv, PP_CONTAINER, szUs rNa dwUserNameLen 0))

NN N

{ N\
// Error getting key container name. <& o~
. XQ xv

szUserName[0] = O;
b

sprintf(tmp_buf,"Create key contai
ShowMessage(tmp_buf);

b

// Attempt to get handle to S|gn§§e\pkjy
E,

if ('CryptGetUserKey(hPrc<
{

if (GetLastError() ==

A
\\Q
’\\>

r'%s\n", szUserName),

&hKe/)

// Create stgnqture kéy palr AN
sprintf(tmp_buf,"Create sngnature key pair\n");
ShowMes age(t }3 buf); v

S
|f (lCryptGenKey(hProv AT_SIGNATURE,0,&hKey))

/ ShowMessage(tmp_buf);
— return;

S}
else

/‘ ' // Sprlntf(tmp_buf "Error %X during CryptGenKey (1)!\n", GetLastError());

v
CryptDestroyKey(hKey);

b
3

else

sprintf(tmp_buf,"Error %x during CryptGetUserKey (1)'\n", GetLastError());
ShowMessage(tmp_buf);
return;

b
3

// Attempt to get handle to exchange key.

if (!CryptGetUserKey(hProv,AT_KEYEXCHANGE,&hKey))
{
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if(GetLastError()==NTE_NO_KEY)
{
// Create key exchange key pair.
sprintf(tmp_buf,"Create key exchange key pair\n");
ShowMessage(tmp_buf);
if (!CryptGenKey(hProv,AT_KEYEXCHANGE,O,&hKey))
{

sprintf(tmp_buf,"Error %x during CryptGenKey (2)!\n", GetLastError());
ShowMessage(tmp_buf);

return;
b
else
{
CryptDestroyKey(hKey);
}
¥
else
{

sprintf(tmp_buf,"Error %x during CryptGetUserKey (2)'\n", GetLastError()),
ShowMessage(tmp_buf);

return;

b

¥

CryptReleaseContext(hProv,0);
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izt €778 : EnCryptFile(char *SourFile,char *DestFile,char *FilePassword)

FHESTMRE A U i B 8 It

bool _ fastcall EnCryptFile(char *SourFile,char *DestFile,char *FilePassword)

{
TFileStream *hSource;
TFileStream *hDestination;

HCRYPTPROV hProv = 0;
HCRYPTKEY hKey = 0;
HCRYPTKEY hXchgKey = 0; o~
HCRYPTHASH hHash = 0; o (( o

char *pbKeyBlob; /\/}\ N
char *pbBuffer; "\

unsigned long dwKeyBlobLen; x
unsigned long dwBlockLen;

unsigned long dwBufferLen; 1o

unsigned long dwCount; .

int eof = 0;
bool status = false;
char tmp_buf[81];

hSource=new TFileStream(SourFile,fmOpenRead);
if ('"hSource)

{
sprintf(tmp_buf, "< 3% E'V@ﬁm‘é&li \n"); <&

ShowMessage(tmp_buf
goto done;

b

hDestination=new TFlleStream(DestFlle f
if (thDestination) ,
{ “*a
sprintf(tmp_buf,"= ’EEVE'D 2 \n");

ShowMessage(tmp_b ‘

goto done; '/ v
} <
, AV

InitUser();

if ('CryptAchIreCo}r%throv NULL NULL PROV_RSA_FULL, 0))
{

sprlntf(tmp buf"'"’?it»fvrfé Handle \n", GetLastError());
Shdvg’l?ssage(tmp buf);

/ goto

if (Fjl‘eP ssword = = NULL) //7 ﬁ?" I Key Eﬁ , AR g F Key K FTROAEE Ff,&*vpf,f;’.‘ézpfjﬁ@’ Size
ﬁ%’ﬁﬁs*@
{

if (1CryptGenKey(hProv, ENCRYPT_ALGORITHM, CRYPT_EXPORTABLE,&hKey))
{

sprintf(tmp_buf,"Error %x i# % F;?ﬂ}‘;%@ﬁﬁﬁjﬁ% @Fﬁ.ﬁ' \n", GetLastError());
ShowMessage(tmp_buf);
goto done;

¥

if (!CryptGetUserKey(hProv, AT_KEYEXCHANGE, &hXchgKey))
{

sprintf(tmp_buf,"Error %x 1 a # 5= | \n", GetlastError());
ShowMessage(tmp_buf);
goto done;

b
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if (!CryptExportKey(hKey, hXchgKey, SIMPLEBLOB, 0, NULL, &dwKeyBlobLen))
{

sprintf(tmp_buf,"Error %x (1 blof TvelifE i * S| \n", GetLastError());
ShowMessage(tmp_buf);
goto done;

b

if ((pbKeyBlob = (char *) malloc(dwKeyBlobLen)) == NULL)
{

sprintf(tmp_buf,"F{E&ET kL \n");
ShowMessage(tmp_buf);

goto done;
} .
N
if (1CryptExportKey(hKey, hXchgKey, SIMPLEBLOB, 0, pbKeyBlob,&dwKeyBlobLen)) <~ >/~ f,,")
/\ \ N /
sprintf(tmp_buf,"Error %ox [l & &[4 % 5L | \n", GetLastError()); (
ShowMessage(tmp_buf); x
goto done;
¥
~N
CryptDestroyKey(hXchgKey);
hXchgKey = 0; PRGN
/ > - N
if ('hDestination->Write(&dwKeyBlobLen, sizeof(DWORD))) -~ ‘1\//

sprintf(tmp_buf, "% 8 ™ #iFE | \n");
ShowMessage(tmp_buf),

goto done; U\ ;
¥ e N A
o) R
if ('hDestination->Write(pbKeyBlob,dwKeyBloblLen)) | \xv
{ O

sprintf(tmp_buf, "3 ¢ * filfgE\n"
ShowMessage(tmp_buf);
goto done;

}

: <\

{

|f('CryptCreateHash(hPro\QCALG MD5 0 0, &hHash))

{
sprlntf(tmp_b\‘"Error %x G ;fﬁ Hash {f"J#Eﬁg@i’i ﬁﬁ?&' \n", GetLastError());

ShowMessage(t ﬁo buf);
goto/done; N
o )

. :\

/|f (ICD//p%HashData(hHash FilePassword, strlen(FilePassword), 0))
/u RS

sprlntf(tmp buf,"Error %x 3% % Hash ffi | \n", GetlLastError());
‘ShowMessage(tmp_buf);
goto done;

3
if (ICryptDeriveKey(hProv, ENCRYPT_ALGORITHM, hHash, 0, &hKey))
£

sprintf(tmp_buf,"Error %x Hash {3k l[pi4gff\n", GetLastError());
ShowMessage(tmp_buf);
goto done;

3

CryptDestroyHash(hHash);
hHash = 0;

b

dwBlockLen = 1000 - 1000 % ENCRYPT_BLOCK_SIZE;
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if (ENCRYPT_BLOCK_SIZE > 1)

dwBufferLen = dwBlockLen + ENCRYPT_BLOCK_SIZE;
else

dwBufferLen = dwBlockLen;

if ((pbBuffer = (char *) malloc(dwBufferLen)) == NULL)
{

sprintf(tmp_buf,"FHEE T kL 1 \n");
ShowMessage(tmp_buf);
goto done;

b

do {
dwCount = hSource->Read(pbBuffer,dwBlockLen);
if (!dwCount)
{

sprintf(tmp_buf, "2 kB ﬁ%’ﬁli{fﬁ’é’&‘! n\n");
ShowMessage(tmp_bufS,
goto done;

) e

, N
eof = 1; TN
AN\
if (!CryptEncrypt(hKey, 0, eof, 0, pbBuffer, &dwCount, deufferLeh)//
£ NN ]
sprintf(tmp_buf,"Error %x “[i i R 5 %‘,?ﬂ’ \ GetLastError());
ShowMessage(tmp_buf);
goto done;

b

{
sprintf(tmp_buf," =3k 5 7 F I
ShowMessage(tmp_buf);
goto done;

¥
} while(hSource->Position<hSou <a<5|ze),
status = true; g@(
sprintf(tmp_buf,"fii %1% <' \n"); O

ShowMessage(tmp_ buf),

done:
if(hSource) delete
|f(hDest|nat|orf) deJet hDestlnanon
|f(pbKeyBlob FlIePassword = NULL) free(pbKeyBlob);
if( Buffer) ee(pbBuffer);
/)%bey) ‘yptDestroyKey(hKey);
(hXcthey) CryptDestroyKey(hXcthey),
if(hHash) CryptDestroyHash(hHash);

if(hProv) CryptReleaseContext(hProv, 0);
return(status);
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HiEakd

#; : DeCryptFile(char *SourFile,char *DestFile,char *FilePassword)

Bk

TRRE R AR RURT S | AR

bool _ fastcall DeCryptFile(char *SourFile,char *DestFile,char *FilePassword)

{

TFileStream *hSource;
TFileStream *hDestination;

HCRYPTPROV hProv = 0;
HCRYPTKEY hKey =0;
HCRYPTHASH hHash = 0;

char *pbKeyBlob;
char *pbBuffer;

unsigned long dwKeyBlobLen;
unsigned long dwBlockLen;
unsigned long dwBufferlLen;
unsigned long dwCount; S

int eof = 0; L \
bool status = false; ‘ / >
char tmp_buf[81]; ANV

hSource=new TFileStream(SourFile,f mOpenRead);

£
Q) y
if ('hSource) /\ \\> v i
{ AN N

sprintf(tmp_buf, " B R \n");
ShowMessage(tmp_ buf;
goto done;

}

hDestination=new TFiIeStream(DestFiI
if (!hDestination)

{
sprintf(tmp_buf, " 3% B EIV i | \n"),
ShowMessage(tmp_ buf
goto done;

¥
InitUser(); < .

if (!CryptAcquireCon\tengProv NULL NULL PROV_RSA_FULL, 0))
£ i

sprintf(tmp buf,"Z3:3vHEH handle !\n", GetlLastError());
ShowMessage(tmp buf);
gotOdo ~—
LIS //e
if (Fil‘ePas word == NULL)
N4

ﬁ{( 'hSource->Read(&dwKeyBlobLen, sizeof(DWORD)))

sprintf(tmp_buf,"Z 3 FEVHIPE | \n");
ShowMessage(tmp_buf);
goto done;

}

if ((pbKeyBlob = (char *) malloc(dwKeyBlobLen)) == NULL)
{

sprintf(tmp_buf,"f%“f?ﬁ‘t?%ﬁ\ EL1AN");
ShowMessage(tmp_buf);
goto done;

b
if (!hSource->Read(pbKeyBlob, dwKeyBlobLen))
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sprintf(tmp_buf, " FEVAER | \n");
ShowMessage(tmp_buf);
goto done;

b
if (!CryptImportKey(hProv, pbKeyBlob, dwKeyBlobLen, 0, 0, &hKey))
{

sprintf(tmp_buf,"{§- blob |1V i 52+ S0 1 \n", GetLastError());
ShowMessage(tmp_buf),
goto done;

b
b

else
if (!CryptCreateHash(hProv, CALG_MD5, 0, 0, &hHash))
{

sprintf(tmp_buf,"#% % Hash a’f’d[’iﬁﬁéﬁ ﬁf,.ﬂl \n", GetLastError());
ShowMessage(tmp_buf);
goto done;

}

if (!CryptHashData(hHash, FilePassword, strlen(FilePassword), 0)) N\
{
sprintf(tmp_buf,"#% %4 Hash @E%jg“g ﬁﬁ £ 1\n", GetLastEerr())//

ShowMessage(tmp_buf);
goto done;

b \2
if (!CryptDeriveKey(hProv, ENCRYPT_ALGORITHM, hHa h hKey))“*:ir
{ \

sprintf(tmp_buf,"?V## Hash @Fﬁgﬁ:;y [R&GetLastError()%\/ i
ShowM t buf); \
owMessage(tmp_buf); v / \\YQ

y <
CryptDestroyHash(hHash), B A~
hHash = 0; &

goto done;

¥
dwBlockLen = 1000 - 1000 EN RY LOCKQSIZE‘
dwBufferLen = dwBlockL \ /

<&

if ((pbBuffer = (char *) maIIo<‘\wBufferLen))/—/— NULL)
{
sprintf(tmp_ buf "‘ ?“7 EAN"); G
ShowMessage mp buf);
goto done, O\ OO

’ ))

/dwCouK— hSource->Read(pbBuffer,dwBlockLen);

if (ldwCount)

sprlntf(tmp buf, "2 B FV R | \n");
ShowMessage(tmp_buf);
goto done;

b
eof = 1;
if (!CryptDecrypt(hKey, 0, eof, 0, pbBuffer, &dwCount))
sprintf(tmp_buf,"##4ikf 51 % $i72L | \n", GetlastError());
ShowMessage(tmp_buf);

goto done;

b

if (!hDestination->Write(pbBuffer, dwCount))
{
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sprintf(tmp_buf, "3 % 7 FIAVHE 1 \n");
ShowMessage(tmp_buf);
goto done;

} while(hSource->Position<hSource->Size);

status = true;
sprintf(tmp_buf,"fi =K 08 | \n");
ShowMessage(tmp_buf);

done:
if(hSource) delete hSource;
if(hDestination) delete hDestination;

if(pbKeyBlob && FilePassword == NULL) free(pbKeyBlob);
if(pbBuffer) free(pbBuffer);

if(hKey) CryptDestroyKey(hKey);

if(hHash) CryptDestroyHash(hHash);

if(hProv) CryptReleaseContext(hProv, 0);

return(status);

Page 15 / 40

http://home. ki mo. com tw bruce0211 ; http:// hone. ki no. com t w bruce0829

2
FUJITSU



ﬂf[ i FE 1 ) Crypt oAPIL 1 fit BCB/ Del phi #fi%/ 3"f[g I

=" €78 EnCryptStr(char *SourStr,char *DestStr,char *StrPassword)

P AT TV W T

bool __ fastcall EnCryptStr(char *SourStr,char *DestStr,char *StrPassword)

{

TStringStream *hSource;
TStringStream *hDestination;
HCRYPTPROV hProv = 0;
HCRYPTKEY hKey =
HCRYPTKEY hXchgKey
HCRYPTHASH hHash

0;
0’
0; -
0; o (( o

char *pbKeyBlob; /\/}\ N
char *pbBuffer; "\

unsigned long dwKeyBlobLen; x
unsigned long dwBlockLen;

unsigned long dwBufferLen; 1o

unsigned long dwCount;

int eof = 0;
bool status = false;
char tmp_buf[81];

hSource=new TStringStream(SourStr);
if ('"hSource)
{
sprintf(tmp_buf," 2 1 5F flﬁwf,ﬁ;:i n\n");
ShowMessage(tmp_bufS
goto done;

¥

hDestination=new TStrlngStream(""),,
InitUser();

if (!{CryptAcquireContext(&

sprintf(tmp_buf,"Z =5V H
ShowMessage(tmp_buf), O

goto done;
\\\

¥
if (StrPassword == NULL) /17 ﬁra‘a“ i Key Eﬂj , R IR 4 Key HCETAORGEE Hﬂpn}a.éﬂ@ﬁ'gij{ Size

PR 0

/
/ i (ICryptGenKey(hProv, ENCRYPT_ALGORITHM, CRYPT_EXPORTABLE,&hKey))

{
/éprlntf(tmp buf,"Error %x i#% % @%{Eﬁfﬁiﬁﬁ Z 1\n", GetLastError());
% ShowMessage(tmp_buf);
goto done;

b
if (!CryptGetUserKey(hProv, AT_KEYEXCHANGE, &hXchgKey))
{

sprintf(tmp_buf,"Error %x & #iEiifs 51 + 4L | \n", GetlastError());
ShowMessage(tmp_buf);
goto done;

b
if (!CryptExportKey(hKey, hXchgKey, SIMPLEBLOB, 0, NULL, &dwKeyBlobLen))
{
sprintf(tmp_buf,"Error %x /1 blof Jvil} %@ﬂﬁﬁ;, =1 \n", GetLastError());

ShowMessage(tmp_buf);
goto done;
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}
if ((pbKeyBlob = (char *) malloc(dwKeyBlobLen)) == NULL)
{

sprintf(tmp_buf,"FEF T kL | \n");
ShowMessage(tmp_buf);
goto done;

b
if (!CryptExportKey(hKey, hXchgKey, SIMPLEBLOB, 0, pbKeyBlob,&dwKeyBlobLen))

sprintf(tmp_buf,"Error %x {#i[pl 5 [,Eﬁaﬁiéﬁ 2. 1\n", GetLastError());
ShowMessage(tmp_buf);
goto done;

¥

CryptDestroyKey(hXchgKey); A~

hXchgKey = 0; x

if ('hDestination->Write(&dwKeyBlobLen, sizeof(DWORD)))

sprintf(tmp_buf, "2 3% # i | \n");
ShowMessage(tmp_buf), PN
goto done; ) S

if (IhDestination->Write(pbKeyBlob,dwKeyBlobLen)) < <
{ S e
sprintf(tmp_buf,"=. 1% § * #ifg\n"); ~(
ShowMessage(tmp_buf);
goto done;

}

else

if (ICryptCreateHash(hProv, ALG MD5
{

sprintf(tmp_ buf " rror%x Hash %}%ﬁé, =% | \n", GetLastError());
ShowMessage(
goto done; <
} N \ P ‘:‘ vl
if (!CryptHashDété%\ash, StrPassword, strlen(StrPassword), 0))
{ — N\

sprintf(tmp_buf,"Error %x g:ﬂi;@i Hash fifi I \n", GetLastError());
ShowMessage(tmp_buf);
got \aone

/ \}
/:‘ lif (!CryptDeriveKey(hProv, ENCRYPT_ALGORITHM, hHash, 0, &hKey))
I
sprintf(tmp_buf,"Error %x Hash ${F5 3k l{piggffi\n", GetLastError());
ShowMessage(tmp_buf);
goto done;

b

CryptDestroyHash(hHash);
hHash = 0;

b
dwBlockLen = 1000 - 1000 % ENCRYPT_BLOCK_SIZE;
if (ENCRYPT_BLOCK_SIZE > 1)
dwBufferLen = dwBlockLen + ENCRYPT_BLOCK_SIZE;

else
dwBufferLen = dwBlockLen;
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if ((pbBuffer = (char *) malloc(dwBufferLen)) == NULL)
{

sprintf(tmp_buf,"‘f.E[‘Ii‘f;“L‘EE}'T EL1\N");
ShowMessage(tmp_buf);
goto done;

}

do{
dwCount = hSource->Read(pbBuffer,dwBlockLen);
if (!dwCount)
{

sprintf(tmp_buf, " BIFTRUF | \n");
ShowMessage(tmp_bufg, N
goto done; VYA N

b ~ R 7
¢ 1
eof = 1; }

if (!CryptEncrypt(hKey, 0, eof, 0, pbBuffer, &dwCount, dwBufferLen))
{

sprintf(tmp_buf,"Error %x f[ayr‘m?rﬁlg@t‘i% 1\n", GetLastErrqr‘?)),
ShowMessage(tmp_buf);
goto done;

}
if (!hDestination->Write(pbBuffer,dwCount))
{
sprintf(tmp_buf,"Z 3 f * FIVAR 1 \n");
ShowMessage(tmp_buf);

goto done; <
¥
} while(hSource->Position<hSource->Size);

I3 PP AR, LR LR 2 R Jfﬂl'muff LG *EJ nurl urﬁjﬁ
//strcpy(DestStr hDest|nat|on >DataStr|n .e_str()); \Q

VAi{ES 'Ell,flm EHIREE] null Ur fg;< 5l }eF;I;H [ Eﬁlw%ex Fllpt
strcpy(Dest trStrToHex(hDesu -> ataStrlng);f_str()),

status = true;

sprintf(tmp_buf, "% i g \n"),
ShowMessage(tmp_buf), N ]
P
done:
if(hSource) delete urc

if(hDestination) del ét hDestlnatlon

if(pbKeyBl)///&& StrPassword == NULL) free(pbKeyBlob);

/(pbeuffe; ee(pbBuffer);
e

hKey) CryptDestroyKey(hKey),
|f(hX§r?K/é y) CryptDestroyKey(hXchgKey);
if(hHash) CryptDestroyHash(hHash);
if(hP%v) CryptReleaseContext(hProv, 0);
return(status);
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Ey]?“‘ £ : DeCryptStr(char *SourStr,char *DestStr,char *StrPassword)

r}‘]:kﬁfjr }H‘JIZ[ '%J f ﬂilrﬁl

bool __ fastcall DeCryptStr(char *SourStr,char *DestStr,char *StrPassword)

{

bool status = false;

TStringStream *hSource;
TStringStream *hDestination;

HCRYPTPROV hProv 0;
HCRYPTKEY hKey 0;
HCRYPTHASH hHash = 0;

char *pbKeyBlob; "\
char *pbBuffer; x

unsigned long dwKeyBlobLen;
unsigned long dwBlockLen; 1o
unsigned long dwBufferLen;
unsigned long dwCount;

int eof = 0;
char tmp_buf[81];

/14 HEX s
String ss=HexToStr(SourStr);

hSource=new TStringStream(ss);
if ('"hSource)
{

sprintf(tmp_buf,"Z 3 F#Jﬁﬁ@ﬁﬁi‘\n ");
ShowMessage(tmp_bufS;
goto done; o

hDestination=new TStrlngStream('ﬁﬁ\ y

InitUser(); (</ :

if ('CryptAcqu|reContext(&hPr®§xNULL NULL PROV RSA_FULL, 0))
{

¥ NN

\ ‘;“/

//fétrPa*ssword == NULL)

T /¢
: if/@!ééource->Read(&dwKeyBIobLen, sizeof(DWORD)))
A
- sprintf(tmp_buf,"Z3EFVAEE | \n");
ShowMessage(tmp_buf);
goto done;

¥
if ((pbKeyBlob = (char *) malloc(dwKeyBlobLen)) == NULL)
{

'/

sprintf(tmp_buf, "A[F’u%’j EL1A\N");
ShowMessage(tmp buf);
goto done;

¥

if ('"hSource->Read(pbKeyBlob, dwKeyBlobLen))

{
sprintf(tmp_buf,"Z 3 FEVHIEE | \n");
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ShowMessage(tmp_buf);
goto done;

b
if (!CryptImportKey(hProv, pbKeyBlob, dwKeyBlobLen, 0, 0, &hKey))
{
sprintf(tmp_buf," - blob [[1V I 5 + 47 | \n", GetLastError());
ShowMessage(tmp_buf);

goto done;

¥

else
if (!CryptCreateHash(hProv, CALG_MDS5, 0, 0, &hHash))

sprintf(tmp_buf,"& % Hash {31 * 5 | \n", GetlastError());

ShowMessage(tmp_buf); '

goto done;

¥

if (!CryptHashData(hHash, StrPassword, strlen(StrPassword), 0))

{ </\\\,/
sprintf(tmp_buf,"% % Hash i 7% | \n", GetlastError()); \
ShowMessage(tmp_buf); > N
goto done; AN\ //

) )

O«
if (!CryptDeriveKey(hProv, ENCRYPT_ALGORITHM, hHagh\\i;tthy))

£ u ;

sprintf(tmp_buf,"*v#H Hash @E\ﬂjéﬁ‘t# %ﬁ?{!,\n‘f, Ggg\\la\stE or());-
ShowMessage(tmp_buf); ' N\ N\ NO
goto done; ) AN ©

b
CryptDestroyHash(hHash);
hHash = 0;

¥

dwBlockLen = 1000 - 1000 % ENCRYPT_BLO
dwBufferLen = dwBlockLen; )

N / A\

N / / W
if ((pbBuffer = (char *) a’@c/(dWBuffer‘{en) ':im
[ R\
sprintf(tmp_buf,"F/fidf "), ‘
ShowMessage(tmp_buf); &\

goto done; ([ N
y N \\ N\
O\

O\
N\

do{

unt)

if ('dw
/‘* ‘spriﬁtf(tmp_buf,"%?j':‘i%‘?V'FL{(F",W 1\n");

\ “ShowMessage(tmp_buf);
I goto done;
N

3

eof = 1;

dpr;géQ*hSou rce->Read(pbBuffer,dwBlockLen);

if (ICryptDecrypt(hKey, 0, eof, 0, pbBuffer, &dwCount))
{

sprintf(tmp_buf, " 5L 4+ S8 \n", GetlastError());
ShowMessage(tmp_buf);
goto done;

b
if ('hDestination->Write(pbBuffer, dwCount))

sprintf(tmp_buf,"Z 3 #™ FIp9fi | \n");
ShowMessage(tmp_buf);
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goto done;

} while(hSource->Position<hSource->Size);

strcpy(DestStr,hDestination->DataString.c_str());

status = true;
sprintf(tmp_buf,"Hi g i (= 55 1 \n");
ShowMessage(tmp_buf);

done:
if(hSource) delete hSource;
if(hDestination) delete hDestination;

if (pbKeyBlob && StrPassword == NULL) free(pbKeyBlob);
if(pbBuffer) free(pbBuffer);

if(hKey) CryptDestroyKey(hKey);

if(hHash) CryptDestroyHash(hHash);

if(hProv) CryptReleaseContext(hProv, 0);

return(status);
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S 78+ S VP A

FHESPRE K ey /RRL 16 321 ASCIT fis! ) gt |

String __fastcall StrToHex(String sour)

String d="";
for (int i=1;i<=sour.Length();i++)
{

d=d+IntToHex((Byte)sour[i],2);

return (d);

b

==

String __fastcall HexToStr(String sour) /f/'

{ ) \
String tmp; x
char c;

String d=""; o
for (int i=1;i<=sour.Length()-1;i=i+2) Q\

( - \
tmp=sour.SubString(i,2); [ / )
d=d+char(StrToInt("0x"+tmp)); AN

} N /

return (d); < \/
} > v
AN

i B VT g iR

void __fastcall TForm1::Button1Click(TObject *Sender) /) ) ”\\ >
£ v N

String Source;
String EnCrypt;
String DeCrypt; <

if (OpenDialog1->Execute()) / (C
{ R ‘//; ‘
Source=0OpenDialogl-> |IeNéme ety £,
EnCrypt=Source+".E @" /1 L,.&fmﬁgm Q‘/

DeCrypt=Source+".DeCrypt"; //[#F] FF{: %

J/NULL fiosgisy i i - [ JLIPJ%%?ﬂE**PH M i
EnCryptFne(s(z\ucr{ckgr() EnCryptc str(),NULL);

DeCryptFile(En t.c_'str(),DeCrypt.c_str(),NULL);
ShowMessageGDe ypt+" R EUR "),

y

3 SN

void _fé&call TForm1::Button2Click(TObject *Sender)

{
//}H Editl i 'EH f.&ifr‘u Edit2 f[i
char tmp_buf[65535];
EnCryptStr(Editl->Text.c_str(),tmp_buf,NULL); // NULL pu?* N
Edit2->Text=tmp_buf;

/1F Edit2 IIEI‘Jﬂ"E[I,%a'FFL.’%zFﬁ[J Edit3 [
DeCryptStr(Edit2->Text.c_str(),tmp_buf,NULL); // NULL f J?[}’y? LWEF%
Edit3->Text=tmp_buf;
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M '] Borland Delphi (5.0 4%) it~ CryptoAPT it/ fly i

)

Delphi f [lﬁlrﬁpu{gﬁ“ (& C++Builder 2% }—Elmp]“ F@ﬁ G 'advapi32.dll’ llpjm

var
Form1l: TForm1;

implementation

const
ALG_CLASS_DATA_ENCRYPT = (3 shl 13);
ALG_TYPE_BLOCK = (3 shl 9);
ALG_TYPE_STREAM = (4 shl 9); P
ALG_CLASS_HASH (4 shl 13);
ALG_SID_RC2
ALG_SID_RC4
ALG_TYPE_ANY
ALG_SID_MD5
CALG_RC2 = (ALG_CLASS_ DATA ENCRYPT or ALG_TYPE BL&K\or ALG. SID RC2),
CALG_RC4 = (ALG_CLASS_DATA_ENCRYPT or ALG_TYPE STRE or ALG_. SID _RC4);
CALG_MDS5 = (ALG_CLASS_HASH or ALG_TYPE_ANY or ALG_SID 5);

nononn
I—‘N
N\
|
\'
/
v

wO_

PROV_RSA_FULL =1; ) \ A
CRYPT_EXPORTABLE = $00000001; (x NI

CRYPT_NEWKEYSET = $00000008; AN
AT_KEYEXCHANGE =1; N
AT_SIGNATURE =2; Q)
SIMPLEBLOB = $1; )
PP_CONTAINER = 6; -

{$IFDEF USE_BLOCK_CIPHER}
ENCRYPT_ALGORITHM = CALG RC
ENCRYPT_BLOCK_SIZE = 8; -
{$ELSE} {
ENCRYPT_ALGORITHM = CAl
ENCRYPT_BLOCK_ SIZE =1;

{$ENDIF} o~

MS_DEF_PROV_A = 'Microsoft Base Cryptographic Provider v1.0';

{$IFNDEF VER90} S

MS_DEF_ PROV W WldeStrlng( 'Microsoft Base Cryptographic Provider v1.0');
{$ELSE} Ny

MS_ PRO W = ( 'Microsoft Base Cryptographic Provider v1.0');

{$IFDEF UNICODE}

MS_DEF/PROV = MS_DEF_PROV_W;
{$ELSE%}

MS_DEF_PROV = MS_DEF_PROV_A;
{$ENDIF}

type HCRYPTPROV = ULONG;
HCRYPTKEY = ULONG;
HCRYPTHASH = ULONG;
ALG_ID = ULONG;

PHCRYPTPROV = ~“HCRYPTPROV;
PHCRYPTKEY = ~HCRYPTKEY;
PHCRYPTHASH = ~“HCRYPTHASH;

{$IFDEF UNICODE}
LPAWSTR = PWideChar;
{$ELSE}
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LPAWSTR = PAnsiChar;
{$ENDIF}

{$IFDEF UNICODE}
function CryptAcquireContext(phProv :PHCRYPTPROV;
pszContainer :LPAWSTR;
pszProvider :LPAWSTR;
dwProvType :DWORD;
dwFlags :DWORD
) :BOOL; stdcall; external 'advapi32.dll' name 'CryptAcquireContextW';

{$ELSE}
function CryptAcquireContext(phProv :PHCRYPTPROV;
pszContainer :LPAWSTR; _—
pszProvider :LPAWSTR; S Y2aN
dwProvType :DWORD; \X )-
dwFlags :DWORD A( S
) :BOOL; stdcall; external 'advapi32.dll' name 'CryptAcq Co tA';
{$ENDIF} h&

function CryptReleaseContext(hProv  :HCRYPTPROV;
dwFlags :DWORD
) :BOOL; stdcall; external 'advapi32.dll' name’”’ (:7 eleaseContext’;

function CryptGenKey(hProv  :HCRYPTPROV; ; g
Algid :ALG_ID; S« -
dwFlags :DWORD; AN Y
phKey :PHCRYPTKEY \\Q S
) :BOOL,; stdcall; external 'advapi32.d4!‘ ma%' ptngKeyf/;
\: : > v
function CryptGetUserKey(hProv :HCRYPTPROV; N
dwKeySpec :DWORD; y) o\ \v

phUserKey :PHCRYPT
) :BOOL; stdcall; e naI@dvapl dII‘ name ‘CryptGetUserKey ;

- \

function CryptExportKey(hKey :HCRYP] Q(/\ o
hExpKey “RYPTKE NN
dwBlobType :DWORD; Y
dwFlags — D ;

pra%i/ YPBYTE,
pdwDatalLen :PDWORD .
) :BOOL; s@:all; external 'advapi32.dll' name 'CryptExportKey';

N , 3}
function CryptDestroyKey(hKey HCRYPTREY
Bka, stdcall; external 'advapi32.dll' name 'CryptDestroyKey';

DN
function CryptCreateHa}ChProv :HCRYPTPROV;
"\ JAlgid :ALG_ID;
/7> ~_""hKey  :HCRYPTKEY;
‘ ‘,/ dwFlags :DWORD;

/ phHash :PHCRYPTHASH

) :BOOL,; stdcall; external 'advapi32.dll' name 'CryptCreateHash';

/
function%HashData(hHash :HCRYPTHASH;
const pbData :PBYTE;

dwDatalLen :DWORD;

dwFlags :DWORD

) :BOOL; stdcall; external 'advapi32.dll' name 'CryptHashData’;
function CryptDeriveKey(hProv :HCRYPTPROV;

Algid :ALG_ID;

hBaseData :HCRYPTHASH;

dwFlags :DWORD;

phKey :PHCRYPTKEY

) :BOOL; stdcall; external 'advapi32.dll' name 'CryptDeriveKey';

function CryptDestroyHash(hHash :HCRYPTHASH
) :BOOL; stdcall; external 'advapi32.dll' name 'CryptDestroyHash’;

Page 24 / 40

http://home. ki mo. com tw bruce0211 ; http:// hone. ki no. com t w bruce0829

A4

2
FUJITSU



S TFfBEFERGIY f 1) Crypt oAPL #fi BCBY Del phi i/ = flj i

function CryptEncrypt(hKey :HCRYPTKEY;
hHash :HCRYPTHASH;
Final :BOOL;
dwFlags :DWORD;
pbData :PBYTE;

pdwDatalLen :PDWORD;
dwBufLen :DWORD
) :BOOL; stdcall; external 'advapi32.dll' name 'CryptEncrypt’;

function CryptImportKey(hProv :HCRYPTPROV;
pbData :PBYTE;
dwDatalen :DWORD;
hPubKey :HCRYPTKEY;
dwFlags :DWORD; N

phKey :PHCRYPTKEY VAN

) :BOOL; stdcall; external 'advapi32.dll' name 'CryptImportKey';

~N A/
/\\\‘/ AN A
function CryptDecrypt(hKey :HCRYPTKEY; XX

hHash :HCRYPTHASH;

Final :BOOL;

dwFlags :DWORD;

pbData :PBYTE; Re:

pdwDatalLen :PDWORD B \ﬁ\
) :BOOL; stdcall; external 'advapi32.dll' name ‘CryptD%\

Vv

v

function CryptGetProvParam(hProv :HCRYPTPROV; QAN
dwParam :DWORD; O -
pbData :PBYTE; )

S

<N

pdwDatalLen :PDWORD;
dwFlags :DWORD /

N\ PR
) :BOOL,; stdcall; external'{%pi:&ﬁw\name '@?%‘ptGetProvParam-;

//\

~

{$R *.DFM}

,,("\x(/
AN
— N\

N\

N\
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Ey];k‘ £ InitUser

FRESIIES 7 AR U G CryptoAPT [ ELREE e Rl B

procedure InitUser;

var

hProv : HCRYPTPROV;

hKey : HCRYPTKEY;
dwUserNameLen : DWORD;
szUserName : array [0..100] of char;
tmp_buf : array [0..80] of char;

begin o (8

dwUserNamelLen := 100; x

// Attempt to acquire a handle to the default key container.
if not(CryptAcquireContext(@hProv, nil, MS_DEF_PROV, PROV_RSA_FULL, 0)} then

begin .
// Some sort of error occured. P \
VN .

/
// Create default key container. ¢ ‘//
if not(CryptAcquireContext(@hProv, nil, MS_DEF PRO\</> PROV_RSA_ EULL
CRYPT_NEWKEYSET)) then

\ A
begin ;o
ShowMessage('Error creating key contalner' ), .
Exit; , \ SR
end: ( \ N - V& 4
// /\\ \\y

// Get name of default key container.
NT&AINER szUset:Naﬁﬁe), @dwUserNamelen, 0))

if not(CryptGetProvParam(hProv, PP

then j
begin _ N
// Error getting key container-na x * \
szUserName[0] := Char(0); . )
end;
ShowMessage(' Creak\/@contahe/ +StrlnggzUserName)),
end; -~ Y
A PR

// Attempt to get haﬂhdl to signature: key
if not CryptGetUse ey( Bv AT_SIGNATURE, @hKey) then
begin /7 S
if (GetLastError() DWORD(NTE_NO_KEY)) then //7*j1 DWORD() i F=7¢11%...Delphi 5

N bug ??

befgm/
Create signature key pair.

/ShowMessage( Create signature key pair');
f

not(CryptGenKey(hProv,AT_SIGNATURE,0,@hKey)) then
begin
ShowMessage('Error during CryptGenKey (1)!");
Exit;
end
else
begin
CryptDestroyKey(hKey);
end;

end
else
begin
ShowMessage('Error during CryptGetUserKey (1)!");
Exit;
end;

hPrOV:=O; /\\ 3;\‘\: 1%
hKey:=0; M
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end;

// Attempt to get handle to exchange key.
if not(CryptGetUserKey(hProv,AT_KEYEXCHANGE,@hKey)) then
begin

if(GetLastError()=DWORD(NTE_NO_KEY)) then //7"j1 DWORD() s E=7i...Delphi 5
bug ??
begin
// Create key exchange key pair.
ShowMessage('Create key exchange key pair');

if not(CryptGenKey(hProv,AT_KEYEXCHANGE,O,@hKey)) then
begin
ShowMessage('Error during CryptGenKey (2)!");
Exit;
end
else
begin
CryptDestroyKey(hKey);
end;

end ) \
else S N
begin P “‘;//q
ShowMessage('Error during CryptGetUserKey (2)!"'); NS
Exit;
end;

end;
CryptReleaseContext(hProv,0);

end;
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TJ_E[ (BRSS!

=" €78 : EnCryptFile(SourFile:String ; DestFile:String ; FilePassword:String)

FHESTMRE A U i B 8 It

function EnCryptFile(SourFile:String ; DestFile:String ; FilePassword:String):Boolean;

var

hSource : TFileStream;

hDestination : TFileStream;

hProv : HCRYPTPROV;

hKey : HCRYPTKEY;

hXchgKey : HCRYPTKEY;

hHash : HCRYPTHASH; o~

pbKeyBlob : PByte ;
pbBuffer : PByte;

dwKeyBlobLen : DWORD;
dwBlockLen : DWORD;
dwBufferLen : DWORD;
dwCount : DWORD; oS

eof : Boolean;
status : Boolean;
tmp_buf : array [0..80] of char;

label done;

begin
hProv :=0;
hKey

hXchgKey
hHash :=0;

;= 0;
;= 0;

eof:=false;
status:=false;

hSource := TFileStream. Create(éng\lle mepenBej;(d)

if (hSource=nil) then

begin
ShowMessage('.1: Bl 'ﬁ{?i! ),
goto done;

end; N E o \

hDestination := TF\re\mea Create(DestFlle fmCreate);
if (hDestlnatlon nil). t

begin N

Show Sage( E?

‘QOtoﬂ €}
/c‘-;nd;\‘ /
InitUser;

if not CryptAcquireContext(@hProv,
begin
ShowMessage('Z3#2Vi Handle ');
goto done;
end;

FIFAiERY);

nil, nil, PROV_RSA_FULL, 0) then

if (FilePassword = ") then //7 Tp?‘ ¥ Key ﬂﬁ FARE IR Key KCETRORIEH
?'—'EL1~4\

begin

g R Size

if not(CryptGenKey(hProv, ENCRYPT_ALGORITHM, CRYPT_EXPORTABLE, @hKey)) then
begin
ShowMessage('% % FEbSiEmpE 2 6521 "),
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goto done;
end;

if not(CryptGetUserKey(hProv, AT_KEYEXCHANGE, @hXchgKey)) then
begin
ShowMessage ("¢ i 5 + %ﬁ?{' Y
goto done;
end;

if not(CryptExportKey(hKey, hXchgKey, SIMPLEBLOB, 0, nil, @dwKeyBlobLen)) then
begin
ShowMessage('f!1 blof ?Vt'%%@ﬁﬁéﬁ ffﬁ 21
goto done;

end; e

GetMem(pbKeyBlob, dwKeyBlobLen);
if (pbKeyBlob=nil) then
begin
ShowMessage( Fﬁj EL);
goto done;
end;

if not(CryptExportKey(hKey, hXchgKey, SIMPLEBLOB, O, pbKeyBIob@ KeyBIobLen)) then
begin
ShowMessage(' &[5 [,Eﬂjﬁi‘i?{ 1Y),
goto done;
end; <&

Ve
2\ A
S v
CryptDestroyKey(hXchgKey); \ S
hXchgKey := 0; AR

N\
if (hDestination.Write(dwKeyBlobLen, smeofé%m) 0) then \v
begin AN
ShowMessage('=.3 # ™ #ifE | ); Q)X
goto done; ’
end;

if (hDestination. erte(pbK ob’\ dwKe
begin

ShowMessage('Z spg[

goto done; <{/

end;

| &‘“\Q

lobLen)=0) then

end N
else N
begin ) \\\

if not(CryptCreateHash(hProv CALG_MDS5, 0, 0, @hHash)) then
begin

[ ?«gwMessage( # 4 Hash PJH*Eﬁ“Ei @Fﬁ.ﬁl ;
/ oto/done;

d:
//
| if not(CryptHashData(hHash, PByte(FilePassword), Length(FilePassword), 0)) then
begin
ShowMessage("7. k& # Hash fifi | ');
goto done;
end;

if not(CryptDeriveKey(hProv, ENCRYPT_ALGORITHM, hHash, 0, @hKey)) then
begin
ShowMessage('Hash P ik flipilsgit');
goto done;
end;

CryptDestroyHash(hHash);
hHash := 0;

end;
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dwBlockLen := (1000 - (1000 mod ENCRYPT_BLOCK_SIZE));

if (ENCRYPT_BLOCK_SIZE > 1) then

dwBufferLen := (dwBlockLen + ENCRYPT_BLOCK_SIZE)
else

dwBufferLen := dwBlockLen;

GetMem(pbBuffer, dwBufferLen);
if (pbBuffer=nil) then
begin
ShowMessage( Fﬁj EL);
goto done;
end;

repeat

dwCount := hSource.Read(pbBuffer”,dwBlockLen); //* £L Lﬁ[ﬁ N
- 2003/04/22
if (dwCount=0) then
begin
ShowMessage('Z 1% A Lﬁfﬁ’é’i‘ ;

goto done; "f?' >
end; AN ~/‘

eof:=true;

if not CryptEncrypt(hKey, 0, eof , 0, pbBuffer, @dwCo nt\@fferLen) then
begin u\ ;
ShowMessage("|1if53% Bl e v 5% & ‘Eﬁ?ﬂ\ [
goto done;
end; <
if hDestination.Write(pbBuffer”,dw o<)—© then
begin

ShowMessage("=.1 i *  Iiof | ;'};‘ & P &
goto done; ()
end;

until not(hSource. Poatmr@z‘ce .Si ), A

BN\

status := true; Q
ShowMessage('ifé;:;t Jﬂa {E ’ﬁw\’r ), i NN

S\ \\
done: — 0
/- \\\\; N

|f(hSource<>n|1) then hSource.free;
|f(hDestm;tl/on<>nH) then hDestination.free;

/{ pbKeyBlob</>nil) and (FilePassword = ")) then FreeMem(pbKeyBlob);
f(pbBuffer<>nil) then FreeMem(pbBuffer);
ﬁ(hKiK;/éO) then CryptDestroyKey(hKey);

if(hXchgKey<>0) then CryptDestroyKey(hXchgKey);

if(hHash<>0) then CryptDestroyHash(hHash);

if(hProv<>0) then CryptReleaseContext(hProv, 0);

Result := status;

end;
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ﬁ?[ (BRSS!

izt £778 : DeCryptFile(SourFile:String ; DestFile:String ; FilePassword:String)

FESRS R RR RR i R

var
hSource, hDestination: TFileStream;
hProv : HCRYPTPROV;

hKey : HCRYPTKEY;

hXchgKey : HCRYPTKEY;

hHash : HCRYPTHASH;

pbKeyBlob : PByte;
pbBuffer : PByte;

dwKeyBlobLen : DWORD;

dwBlockLen : DWORD;
dwBufferLen : DWORD;
dwCount : DWORD;
eof : Boolean;
status : Boolean; P \
tmp_buf : array [0..80] of char; ‘ / )
a V
label done; N
begin
hProv :=0;
hKey 1= 0;
hXchgKey := 0;
hHash :=0;
eof:=false;

status:=false;

hSource := TFileStream. Create( <§|le me enRead), /X

if (hSource=nil) then

goto done;
end;

begin
ShowMessage('= [ V?Lgsli')

hDestination := TFnleSt am. Create(DestFne fmCreate);
if (hDestination= nl then
begin 72NN

ShowMessage(ﬂ“H [l TEUR% "),
goto-do /

A A
\

InitUser;

if not(CryptAcquireContext(@hProv, nil, nil, PROV_RSA_FULL, 0)) then
begin
ShowMessage('Z3:2Vi Handle ');
goto done;
end;

if (FilePassword = ") then

begin
if (hSource.Read(dwKeyBlobLen, sizeof(DWORD))=0) then
begin
ShowMessage("Z i FIVHlpE | ');
goto done;

function DeCryptFile(SourFile:String ; DestFile:String ; FilePassword:String):Boolean;
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end;

GetMem(pbKeyBlob, dwKeyBlobLen);
if (pbKeyBlob=nil) then
begin
ShowMessage("FiF"[i‘ei’uEE’T\ ELY;
goto done;
end;

if (hSource.Read(pbKeyBlob”, dwKeyBlobLen)=0) then
begin
ShowMessage( "=k FAVAIEH | );
goto done;
end; ~

begin O\

ShowMessage('f§- blob [0 A 5L % SAR=LL"); x
goto done;
end;

if not(CryptImportKey(hProv, pbKeyBlob, dwKeyBlobLen, 0, 0, @hKey)) then \X

end ~
else ~
begin - \
72 N
if not(CryptCreateHash(hProv, CALG_MD5, 0, 0, @hHash)) then “ﬂ//
begin N>—
ShowMessage('if # Hash % i# 1 1); O«

goto done; \ N\ ‘/
end; g

if not(CryptHashData(hHash, PByte(FllePas rd), Lengt FllePasku(ord) 0)) then
begin
ShowMessage('# 4+ Hash @Eﬁé@i
goto done;
end;

lui

if not(CryptDeriveKey(hProv, ';NéRYR N
begin
ShowMessage('Zv i Ha v[ﬁﬁg@:igﬁuq\

goto done; A\
end; «/ v A

CryptDestroyHash(hHash)\
hHash :=0;

P :
end; \\\ /

/-

dwBlockLen :— 1000w- (1000 mod ENCRYPT_BLOCK_SIZE);
deufferLen = dwBlockLen;

;(?etflvlem( Buffer, dwBufferLen);
if (pbBuffer=nil) then
beg' %
howMessage('Scll?L?ﬂj ELY);
Vgoto done;
end;

repeat

dwCount:=hSource.Read(pbBuffer”™,dwBlockLen);
if (dwCount=0) then
begin
ShowMessage(‘?yj}%E’Vrﬁwﬁﬁ? );
goto done;
end;

eof := true;
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if not(CryptDecrypt(hKey, 0, eof, 0, pbBuffer, @dwCount)) then

begin
ShowMessage(‘Fjﬁif;’Hﬁ ey fﬁ.?iﬂ\ ),
goto done;

end;

if (hDestination.Write(pbBuffer”, dwCount)=0) then
begin
ShowMessage('=.3:: > s '),
goto done;
end;

until not(hSource.Position<hSource.Size);

status := true;
ShowMessage('#i % i (= k5 1');

done:

if(hSource<>nil) then hSource.free;
if(hDestination<>nil) then hDestination.free; .

if((pbKeyBlob<>nil) and (FilePassword = ")) then FreeMem(pbKeyBIob),, \
) S

if(pbBuffer<>nil) then FreeMem(pbBuffer); >
if(hKey<>0) then CryptDestroyKey(hKey); A W\ /
if(hXchgKey<>0) then CryptDestroyKey(hXchgKey); N
if(hHash<>0) then CryptDestroyHash(hHash); O« ‘
if(hProv<>0) then CryptReleaseContext(hProv, 0); \\ L)

Result := status;

end;
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TJ_E[ (BRSS!

=" €78 EnCryptStr(SourStr:String ; var DestStr:String ; StrPassword:String)

r}']ﬂﬁjf }HJ fHJ '%’5‘/5 ﬂw;ch[["f mriﬁ? pu ﬂ[l

function EnCryptStr(SourStr.Strlng ; var DestStr:String ; StrPassword:String):Boolean;

var

hSource : TStringStream;

hDestination : TStringStream;

hProv : HCRYPTPROV;

hKey : HCRYPTKEY;

hXchgKey : HCRYPTKEY;

hHash : HCRYPTHASH; o~

pbKeyBlob : PByte ;
pbBuffer : PByte;

dwKeyBlobLen : DWORD;
dwBlockLen : DWORD;
dwBufferLen : DWORD;
dwCount : DWORD; oS

eof : Boolean;
status : Boolean;
tmp_buf : array [0..80] of char;

label done;
begin

hProv :=0;
hKey

hXchgKey
hHash :=0;

;= 0;
= 0;

eof:=false;
status:=false;

hSource := TStringStream. Creat<<§0{5tr),

if (hSource=nil) then

begin
ShowMessage('.3% §fY
goto done;
end;
hDestination = Ts\r\geam Create(")
InitUser;

‘\

|/fm>t Cryp}A%quireContext(@hProv, nil, nil, PROV_RSA_FULL, 0) then
egin. <
/t? ShowMessage('Z 37V Handle ');

- goto done;
n‘ D
eV,
if (StrPassword = ") then //7 ﬂﬁ?‘ ¥ Key ﬂf , AR IR E Key KRR fﬁp@[ﬁ;‘.‘ézpfﬁrﬁ@i‘ Size
?'—'EL1~4\
begin
if not(CryptGenKey(hProv, ENCRYPT_ALGORITHM, CRYPT_EXPORTABLE,@hKey)) then
begin
ShowMessage('#: % [ 51+ S2L 1 "),
goto done;
end;

if not(CryptGetUserKey(hProv, AT_KEYEXCHANGE, @hXchgKey)) then
begin
ShowMessage(" & gE{fiF it * S 1 ');
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goto done;
end;

if not(CryptExportKey(hKey, hXchgKey, SIMPLEBLOB, 0, nil, @dwKeyBlobLen)) then

begin
ShowMessage('f'1 blof Zvil} %@Eﬁﬁiéﬁ?{l );
goto done;

end;

GetMem(pbKeyBlob, dwKeyBlobLen);
if (pbKeyBlob=nil) then
begin
ShowMessage('5 '[?‘L?EJT ELY);
goto done;
end;

if not(CryptExportKey(hKey, hXchgKey, SIMPLEBLOB, 0, pbKeyBlob,@dwKeyBI| Le‘n)i)t% .

begin
ShowMessage("fib i £/ 4 SEL | ');
goto done;
end; S
CryptDestroyKey(hXchgKey); PR
hXchgKey := 0; TN
ANV
then\ ~

begin
ShowMessage('Z 3 { * #ipE | ');
goto done;

end;

if (hDestination.Write(dwKeyBlobLen, sizeof(DWORD))=0

//ShowMessage(IntToStr(Length(String(png Iob)))), //7,(14-[,3.[’&’&‘%%1%" 82
\\ v
if (hDestination.Write(pbKeyBIob’\,d{yBlobLen% theri
begin -

ShowMessage('Z % TMF[' ), &

goto done;

end; <&
end

else \
begin /

if not(CryptCreateI—@sh(hﬁov CALG MDS 0, 0, @hHash)) then
begin .
ShowMes\s\\§\j Hash f}*ﬂﬁﬁéjf“gi ﬁﬁﬂl );
goto done;
end;

N__/
\ ’/

/ if nog/éZyptHashData(hHash, PByte(StrPassword), Length(StrPassword), 0)) then
|| begin
/ ShowMessage ("1 % % Hash fifi | ');

-goto done;

end;

if not(CryptDeriveKey(hProv, ENCRYPT_ALGORITHM, hHash, 0, @hKey)) then
begin
ShowMessage('Hash {50k {lplgEm");
goto done;
end;

CryptDestroyHash(hHash);
hHash := 0;

end;
dwBlockLen := (1000 - (1000 mod ENCRYPT_BLOCK_SIZE));

if (ENCRYPT_BLOCK_SIZE > 1) then

/

>
o (O
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dwBufferLen := (dwBlockLen + ENCRYPT_BLOCK_SIZE)
else
dwBufferLen := dwBlockLen;

GetMem(pbBuffer, dwBufferLen);
if (pbBuffer=nil) then
begin
ShowMessage( Fﬁj EL);
goto done;
end;

repeat

o~ - N
- 2003/04/22
if (dwCount=0) then

~
O\(
begin x
ShowMessage ("= 1% % l&'[ﬁﬁ'{ ;

goto done;
end;

eof:=true; \

if not CryptEncrypt(hKey, 0, eof , 0, pbBuffer, @dwCount, deufferk then

begin —
ShowMessage("/[Iif#Z vk 5 & S 1), ¢ L
goto done; >

end;

if hDestination.Write(pbBuffer”,dwCount)= O{en
begin

ShowMessage('Z0kf * FIpufiii 1),
goto done;
end;

until not(hSource.Position< hSouge’ﬁ.Size);\

A T RN e R
DestStr —StrToHex(hDest @n Datavmg),/

status := true;

ShowMessage('f’ésl}t JLI "F l"‘:fi’#‘u K BH

& :
done: \\ & N

|f(hSource<>n|I) then 1Source.free;
|f(hDest|nat|on<>n|l) then hDestination.free;

bKeyB %<>n|l) and (StrPassword = ")) then FreeMem(pbKeyBlob);
%Buﬁe <>nil) then FreeMem(pbBuffer);
if(hKey<>0) then CryptDestroyKey(hKey);
|f(hxcé/g4</éy< >0) then CryptDestroyKey(hXchgKey):
if(hHash<>0) then CryptDestroyHash(hHash);
if(hProv<>0) then CryptReleaseContext(hProv, 0);

?ﬂﬁi’lﬁ‘y hex F|lpl

Result := status;

dwCount := hSource.Read(pbBuffer”~,dwBlockLen); //* kL Lﬁ[ﬁ LA error & try { 3,4/

end;
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ﬁ?[ (BRSS!

Ey]?“‘ £7 . DeCryptStr(SourStr:String ; var DestStr:String ; StrPassword:String)

r}‘]:kﬁfjr }H‘JIZ[ '%J f ﬂilrﬁl

function DeCryptStr(SourStr:String ; var DestStr:String ; StrPassword:String):Boolean;
var

hSource, hDestination: TStringStream;

hProv : HCRYPTPROV;

hKey : HCRYPTKEY;

hXchgKey : HCRYPTKEY;

hHash : HCRYPTHASH;

pbKeyBlob : PByte; ~
pbBuffer : PByte;

dwKeyBlobLen : DWORD;
dwBlockLen : DWORD; x
dwBufferLen : DWORD;
dwCount : DWORD;

AN
eof : Boolean;
status : Boolean;

tmp_buf : array [0..80] of char;

s : String;

label done;
begin

hProv :=0;
hKey

hXchgKey
hHash :=0;

;= 0;
;= 0;

eof:=false;
status:=false; _
/14 HEX i

ss:=HexToStr(SourStr);

hSource := TStringStream. Cre\te(ss)
if (hSource=nil) then ~
begin -
ShowMessage(‘ e ??Lﬁf,ﬁs:i' ),
goto donek ))

end; > —
//héstinating; TStringStream.Create(");

InitUser;

>

if nof@ryptAcquireContext(@hProv, nil, nil, PROV_RSA_FULL, 0)) then
begin
ShowMessage('Z 7V Handle ');
goto done;
end;

if (StrPassword = ") then

begin
if (hSource.Read(dwKeyBloblLen, sizeof(DWORD))=0) then
begin
ShowMessage( Sk FAVRIEH | 1);
goto done;
end;
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GetMem(pbKeyBlob, dwKeyBlobLen);
if (pbKeyBlob=nil) then
begin
ShowMessage('s '[?‘L?t'j ELY);
goto done;
end;

if (hSource.Read(pbKeyBlob”, dwKeyBlobLen)=0) then

begin
ShowMessage (" 3FFEVRITE | ');
goto done;
end; —
V'
if not(CryptImportKey(hProv, pbKeyBlob, dwKeyBlobLen, 0, 0, @hKey)) then VY4
begin . )
ShowMessage('fi- blob. {[=V i i & it 1 ); /x N
goto done; x
end;
end
else
begin
- N\
if not(CryptCreateHash(hProv, CALG_MD5, 0, 0, @hHash)) then / / >
begin
ShowMessage('# * Hash P §2L1");
goto done; <

end \%
if not(CryptHashData(hHash, PByte(StrPassword), Len (St assword),/O)) then

begin
ShowMessage('% * Hash i3t + 5 1);
goto done;
end;
/> ( =
if not(CryptDeriveKey(hProv, ENCR LGORITHM r\gsh 0, @hKey)) then
begin )
ShowMessage('“V H< |$Eﬁ9§iy|u
goto done; )
end;

CryptDestroyHash(hHas
hHash := 0; N

dwBlockLen :— IONOOO mod ENCRYPT BLOCK_SIZE);
deufferLen = deIockLen

~\~/

G em(p uffer, dwBufferLen);
/ pbBuffer=nil) then
begin —

S wMessage( 'r‘"PUT L),

repeat

dwCount:=hSource.Read(pbBuffer”™,dwBlockLen);
if (dwCount=0) then
begin
ShowMessage('%iLHi%E‘V’FL‘&F’VF&’; );
goto done;
end;

eof := true;

if not(CryptDecrypt(hKey, 0, eof, 0, pbBuffer, @dwCount)) then
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begin
ShowMessage ("4 * #EL | ');
goto done;
end;

if (hDestination.Write(pbBuffer”, dwCount)=0) then
begin
ShowMessage("Z3kf * FIpf '),
goto done;
end;

until not(hSource.Position<hSource.Size);
DestStr: =hDestination.DataString;

status := true;

ShowMessage (' it (= % 1 1); (e

done: x

if(hSource<>nil) then hSource.free;
if(hDestination<>nil) then hDestination.free;

if((pbKeyBlob<>nil) and (StrPassword = ")) then FreeMem(pbKeyBIob} \
if(pbBuffer<>nil) then FreeMem(pbBuffer); /

if(hKey<>0) then CryptDestroyKey(hKey);

if(hXchgKey<>0) then CryptDestroyKey(hXchgKey); O
if(hHash<>0) then CryptDestroyHash(hHash); ~
if(hProv<>0) then CryptReleaseContext(hProv, 0); \(

NN
Result := status; < \

end; //
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P £V ¢ Sl e R

FF TS KT N RUR 16 350 ASCIT 31 s |

function StrToHex(S: string): string;
var
it integer;
begin
Result :=";
fori:=1to Length( S) do
Result := Result + IntToHex( Ord( S[i] ), 2 );

function HexToStr(S: string): string;
var
it integer;
begin
Result :=";
fori:=1to Length( S ) do
begin o
if ((i mod 2) = 1) then 1N
Result := Result + Chr( StrToInt( '0x' + Copy( S, i, 2 ))); - \x

end; ‘/
end; ANV
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procedure TForm1.Button1Click(Sender: TObject); OO0 NN
var Source,EnCrypt,DeCrypt : String; < > ) V&/
begin ) AN
if (OpenDialogl.Execute()) then .
begin
Source:=0penDialogl.FileName;
EnCrypt:=Source+'.EnCrypt’; B
DeCrypt:=Source+'.DeCrypt';

EnCryptFiIe(Source,EnCrypt,<);

DeCryptFile(EnCrypt,DeCrypt,"); .~/ ARNEY
ShowMessage(DeCrypt+" g E/F%"); « 4

end;

end; - f‘ D
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procedure TFormi.Button2Click(Sender: TObject);
var tmp_buf : String;
) —

begin (
%jitl g[(i\;djf[r,ﬂp;fgféz vZ] Edit2 i

ryptStr(Edit1.Text,tmp_buf,");
Edit2.Tex/t-§{mp_buf;

S| Edit2 H[f’l@d"ﬂ'ﬁi’ﬁi EAvE] Edit3
DeCryptStr(Edit2.Text,tmp_buf,");
Edit3.Text:=tmp_buf;

end;
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